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O semgrep / semgrep

Code D Issues 777 1 Pullrequests 3 v2 Discussions ) Actions Security I Insights

semgrep > Watch 107 ~ 7 Fork 807 . 7 Star 13k

¥ 1843 Branches © 329 Taas Go to file Add file - <> Code -~ About

Lightweight static analysis for
& liukatkat and yosefAlsuhaibani chore(n 358¢92 - last week D 9,326 Commits many languages. Find bug

-
e

variants with patterns that look

circleci .
like source code.

.github

&
vscode
TCB
changelog.d
cli
dev
images
interfaces
languages
libs

perf

scripts
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( ’ github / codeql

Code 0 Issues 894 Pull requests 355 Discussions » Actions 1 Projects > Models Security Insights

O codeql Fub > Watch 256 - ' Fork 1.8k . 7 Star 8.8k

Add file - About

CodeQL: the libraries and
queries that power security
researchers around the world,
as well as code scanning in
-github GitHub Advanced Security

vscode

—
.~

yoff Merge pull request fr : f2b-4 tes © 83,286 Commits

.devcontainer

CD
actions

change-notes
config

cpp

csharp

docs

go

java

javascript

]
&
]
]
(5]
&
3
&
i)
tn
i35
3
4]

misc
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O ntoskernel deepsecrets

Code 2 Issues 1 1 Pull requests 2 Discussions ) Actions 1 Projects Security Insights

! deepsecrets > Watch 6

forked from

Add file - About

Secrets scanner that

This branch is
understands code

ntoskernel Mert © 102 Commits

.devcontainer
.github/workflows
vscode
deepsecrets
tests
| .gitignore
LICENSE Releases 5

7 README.md

v1.4.0: New Ul

! poetry.lock

pyproject.toml
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O gitleaks / gitleaks

Code 0 Issues 218 i1 Pullrequests 89 Discussions - Actions Projects 1 ) Security Insights

. gitleaks Sponsor > Watch 172 - ¢ Fork 1.8k . Star 23.6k

Add file - About

Find secrets with Gitleaks #
%) dboyd13 and Darran Boyd feat: add / 874967 week © 1,254 Commits
C?
.github

cmd
config

detect

logging

report
report_templates
scripts

sources

]
(]
<]
)
()
B regexp
53]
@
(=]
Bn
@

testdata
) .gitignore

1 .gitleaks.toml
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govuincheck command

Version: v1.1.4 m | Published: Jan 6, 2025 | License: BSD-3-Clause Imports: 10 | Imported by: 2

Details ® Valid go.mod file @ @ Redistributable license @ & Tagged version @ © Stable version @ Learn more about best practices

S

Repository go.googlesource.com/vuln

Links @ Report a Vulnerability (») Open Source Insights
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O owasp-dep-scan / dep-scan

Code

0ozohn 6aHK

Issues

79 I Pull requests

Discussions Actions

® dep-scan

(% )

prabhu Update logc

.config

github

contrib

depscan
documentation
packages

test

vendor
.devcontainer.json

«dockerignore

1 .editorconfig

7 flake8

Security Insights

Sponsor

Add file

> Watch 18

O 494 Commits

Fork 17 . w7 Star 1.2k

About

OWASP dep-scan is a next-
generation security and risk
audit tool based on known
vulnerabilities, advisories, and
license limitations for project
dependencies. Both local
repositories and container
images are supported as the
input, and the tool is ideal for
integration.

&




O DependencyTrack / dependency-track

Code ) Issues 924 1 Pullrequests 58 Discussions ») Actions 1 Projects Security 8 Insights

dependency-track Public Sponsor > Watch 70 -~ 7 Fork 682 v 7 Star 3.3k

Add file - <> Code -~ About

Dependency-Track is an
"® nscuro Merge pull request 2014 : 6 hours ago D 6,423 Commits intelligent Component Analysis
W .github Merge pull request from Dependen... 7 hours agc S L b
’ organizations to identify and
reduce risk in the software
B .mvn Various Maven build tweaks 4 months ago  supply chain.

B dev

B .idea

Co
B docs

W src

1 .checkstyle-header
1 .checkstyle.xml

9 .dockerignore

3 .gitignore

1 ADOPTERS.md
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O CycloneDX cdxgen

Code Issues 389 1 Pull requests 17 ) Discussions » Actions Projects 1 Security 1 Insights

cdxgen Sponsor > Watch 14 - ¢ Fork 215 - Star 802

Add file - About

Creates CycloneDX Bill of
renovate[bot] chore(deps): update r e9840ba - 3 ‘ © 2,406 Commits Materials (BOM) for your

projects from source and

container images. Supports
yersions chore(deps): update node.js to v24.9.0 (#... days ago many languages and package

github

vscode Jpdate packages including java to 24 ’ months ag managers. Integrate in your Cl/
CD pipeline with automatic
submission to Dependency
Track server

bin

ci
contrib -
data ‘
docs

lib

plugins

test

tools_config

types
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O aquasecurity / trivy

Code 2 Issues 160 Pull requests 56 Discussions ») Actions 1 Projects 1 Security 1 Insights

7 trivy Pubii >Watch 184 - % ; - ¥ Star 29.4k

Add file - About

Find vulnerabilities,
aqua-bot and actions-user im): b : 147 90, )3,765 Commits misconfigurations, secrets,

o

SBOM in containers,
Kubernetes, code repositories,
vex hore(vex): suppre } montns a9 elouds and more

.github

brand
CD
ci
cmd/trivy
contrib
docs
eze
examples

helm/trivy

integration

internal
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O projectdiscovery / nuclei

Code

0ozohn 6aHK

Issues

274 1 Pull requests 34

) Discussions Actions

9 nuclei

e

&)
5]
i
6]
]
En
E]
Ea
Jus]
B
@

Mzack9999 Merge pu

claude

.github

Jun

cmd

examples

helm
integration_tests
internal

lib

pkg

static

7 .gitignore

1 .goreleaserymi

| Projects

Security

4 Insights

2 Watch 247

Add file

& 5,829 Commits

Fork 2.9k . Z Star 25.Kk

About

Nuclei is a fast, customizable
vulnerability scanner powered
by the global security
community and built on a
simple YAML-based DSL,
enabling collaboration to tackle
trending vulnerabilities on the
internet. It helps you find
vulnerabilities in your
applications, APIs, networks,
DNS, and cloud configurations.
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ZAPbY Blog Videos Documentation Community Q
Checkmarx

Zed Attack Proxy (ZAP)

by Checkmarx

The world’s most widely used web app scanner.
Free and open source. A community based
GitHub Top 1000 project that anyone can
contribute to.

Quick Start Guide
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NPEeKOMMT

npepecus perynspHble
nokanbHo HaAeXHO CKadH BeTKU
Gbicrpo CKadHbI
HEeHaAexHo Alers CITOXHble npaBuna
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Ham Obino tecHo B ClI:
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Ham Obino tecHo B ClI:
- TOHATbLCA 3a NPOeKTaMu rae B Ci HET BaXKHOro CKaHa

- JoroBapuBaTtbCsl C pa3paboTKoN Ha BKIOYEHUE SEC CKaHOB

N XOTEJI0Cb CTPaHHbIX BELLEW:
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Ham Obino tecHo B ClI:
- TOHATbLCA 3a NPOeKTaMu rae B Ci HET BaXKHOro CKaHa

- JoroBapuBaTtbCsl C pa3paboTKoN Ha BKIOYEHUE SEC CKaHOB

N XOTEJI0Cb CTPaHHbIX BELLEW:

- BI:>I6V|paTb pa3Hble CKaHbl B 3aBUCUMOCTU OT A3blKa

- 3anyck cbopa 3aBUCUMOCTEN B MOMEHT n3MeHeHus lock

- nepeckKaHbl MacTep BETOK N0 OOHOBMEeHUIo 6a3 n pyncerta
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Mbl nony4yaem anepTbl MO CKaHaMm 1 pa3bupaemM B OTAENbHOM Aalle:

@ Alerts Agent BOT

New vulns on diff in project ob/insure/molly-insurance

Description:
Branch: release/0OB-175406

MR: https://gitlab.ozon.ru/ob/insure/molly-insurance/-/merge_requests/70/diffs

Last commit SHA: Abded446149dd764419d1119 A7fa0f3fealda7

Appsec security duty dashboard

Check status (true - wait, false - checked)

1

0zoh 6aHK
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,D,O6aBJ'IF|eM LEHTPaNMmM30BaHO NCKIMKOYEHNA ONA OTAEJIbHbIX CKaHEPOB N MNMPOEKTOB!:

Exclude rules

= Exclude rules [] 14+ Service File Cve Scanner Rule Tile  Description  Status
= Approve rules rules.rules_cache. semgrep.gitlab javascript.dos javascript_dos_rule-non-
:I 7 test semgrep grep-g . . P exclude
— literal-regaxp
= Context rules
MAL-
(] & 2023 depscan exclude
1027
] 16 govulncheck GO-2024-2606 axclude
:| 22 kBsivalues lacal deepsecrets axclude
[] 23 govulncheck GO-2024-2687 axclude
::I 34 fest deepsecrets exclude
] 35 mock deepsecrets exclude
] ar mock semgrep axclude
ob/ixcontrol/bozon-rosie- semgrep-
:| 38 rules.rules_cache.semgrep.bozon.harvest-not-recursive-search exclude
tcontrol bazon
. semgrep-
[] 42 ob/lily b rules.rules_cache.semgrep.bozon harvest-not-recursive-search exclude
0Zon
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[locbinaem otaenbHble NpaBmna Tpuaxka ana LLM B oTAenbHbIX TUNax CKaHOB:

Tel — appsec MH¥eHep, aHanu3npyowWwmMn yTeuKn CeKpeToe B Koge KoTopele Beinn HangeHes: ckaHepom deepsecrets. MNpoeepe cpabaTeipanne, YYMTHIBAA KOHTEKCT, pacnonomedne w wMA gaina. Gopmart oTeeTa
|BepawvkT]: SECRET/NOT_SECRET [OfGocHoBaHWe)]: KpaTKOE NOACHEHWE

ABNABTCA NK 3TO peanbHbIM CEKPETOM (api-KNoYem, TOKEHOM, KNoYeM W poBaHHMA MNK Naponem) MNM NoxHLIM cpabaToiBaHuem?
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[Ansa pa3paboTku cbipble cpaboTkn BbIMMAAAT Kak KOMMeHTbI B MR:

Clint Eastwood @srv_gitlab_ob_appsec 53 minutes ago Developer

MNew vulns on diff in project ob/molly-ng

Branch: release/OB-158974

MR: 13778 (diffs)

Last commit SHA: al7%c3aa

DD: https://ob-appsec-defectdojo.prod.bozon.tech/finding?test__engagement=75188
semgrep-bozon: 1 vulns

Stay calm and drink your butterbeer, appsec will check it shortly...

If you are brave and curious to go inside and it looks like valid issues, please tag @ob_appsec_duty in
https://msg.03.ru/ozon/channels/obank-security to deal with fix.

Or merge now and ask yourself, do you feel lucky, Punk?! ;)

Oco60 nbonbITHbIE NPOBaNMBAaOTCA B A04KY MO CCbINKE U PUKCAT NOHATHOE UM, HO 99%
pa3bupaem Mbl B AeXYypCTBaX.

0zoh 6aHK
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Appsec monitoring

Tenepb NPO KOHTPOMNb KPUTUYHbIX USMEHEHUN.

Korga-to npeakn pewmnnu, 4to b gormkHo obitb B CODEOWNERS, oxpaHaTb KpUTUYHBLIE
HaCTPOWNKN N UBMEHEHNS, NPONyCKaTb N3MEHEHNS Yepe3 OTAENbHbIN NaKK:

CODEOWNERS [} 604B

(1) Contains 2 syntax errors. > Show errors

1 fCODEOWNERS (@security/fintech-appsec-duty

lues.yaml @security/fintech-appsec-duty
Lues_prody
d/package/nd v Protected branches

f Elj_"' lab-¢ci yml [Aesacl Keep stable branches secure and force developers to use merge requests. What are protected branches?
£\ Giving merge rights to a protected branch also gives elevated permissions for certain CI/CD features. What are the security implications?

Protected branches ¥ 2

Branch Allowed to merge Allowed to push and merge Allowed to Code owner
force push approval ()
(O]

Developers + Maintainers v user () ()

0zoh OQHK : Select O _ «©

Add protec

ted branch
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Appsec monitoring

KTo Mbl Takme, 4ToObl OTKa3blBaTbCA OT PaboThbl, HO HEMHOro nopabdoTaB C TaKUMMN U3MEHEHUSIMMA,
Mbl MOHASIM YTO TYT OT Hac bornblUe Bpeaa Yem rnonb3bl - 99% 3anpocoB nponeTaroT Yepes Hac 6e3

BOMNpocoB, HO Mbl la€M CUJIbHYIO 3a1€PXKY, OCOBEHHO No Be4vyepam ,u,e>|<ypru7| OOJ1XEeH onepartnBHO
noaxBaTbiBaTb N3SMEHEHUA.

HemHoro nomyums pa3paboTKy, Mbl HANUcanu cepeBuUc, KOTOpPbIN crneanT 3a nameHeHnssimm B MR-ax B
peXXMmMe MOHUTOPUHra:

Gitlab API API DB Link - DB Link
MR Diffs, Mains code |

Approve
Service >

ozon 6aHK e



Appsec monitoring

Kak aTo paboTtaeT, mbl 3aBo3uM B Ul npaBuna, 3a 4Yem XoTUM crieantb B OHe, Npo 4YTO 3BaTb
aexypHbix ASAP HO He BrioOKMpoBaTb, U YTO BCE TaKuN CTOMUTD:

[] d A Rule Service File Diff
ci-
|__ 10 generic- .gitlab-ci.yml
check
docker-
|__ 11 qeneric- .o3dbuild/package/Dockerfile
check
rt=vars-in-
|_. 13 .o3kBzfvaluas.yaml writable: true
values

Lim

arver

bozon

bazon

Model

ensemble

gnzamble

Action

alert

alert

Comment

action

no

no

no

Duty
channel

fintech-
appsec-
duty

fintech-
appsec-
logs

fintech-
appsec-
duty

B HeKoTOpbIX MecTax npasusa gaxe BbIrnaadaT, Kak npoMnTbl 4N riokanbHbIX LLM

Dty team

cb_appsec_team

ob_appsec_team

ob_appsec_team

Duty tag

Eob_appsec_duty

@ob_appsec_duty

Eob_appsec_duty

Tel security 6o, cnegvws 3a aobasneHWeM HAacTPOeK, KOTOopaIE MOryT GelTe HeEGe30NaCHEMKW ONA M3MEHEHWA paspaloTYWMKOM B NPOA KOHTYPE. 2TH HACTPOHKK paspaboTyYrKK MOrYT MEHATL HaneTy, Gea
NepeBbIKATKA PENW3A W COTNAcoBAHUA MepnX pekBecTa. TebA MHTepecyoT TONLKD CEKLIMU HACTPORK rAe ecTh NnapameTp writable: true. Tefe BCe paBHO HA CUCTEMHLIE TARMAYTH, pasmepsbl GaTyel,
WMEHA oYepened W KaTANoros, HAcTpoRKKY GUaHec dyHKUMOHANA, HO Tebe BAXHO CNeaWTL 38 OTKNKYeHWeM security npoeepok, Beoaa naponed, OTP, npoeepok adTUdpoaa. B HACTPORKAX, KOTOPBIE
panee GyayT NpUBEOSHbl HYXKHO MCKaTL Hefe3onacHsle HACTPOMKK TONBKO B KOHTEKCTE HACTPOeK KOTOPLIE NOMeYeHsl Kak "writable: true"



Appsec monitoring

Tak Mbl nornaabiBaemM 3a UCKNOYEHNAMIN B NpPpoBEPKax aBTOpPpmM3alnn.

molly

Alerts Agent BOT

Alerting major diffs in project ob/molly-ca (ASAP)

Description
ol | E5 ] C
apifgraphagf

mmon/caAuthissuesCommon.graphql

i
@skipCheckAccess
input caAuthlIssuesCommonMutationsConfirmIssuelInput {
' ID swmnycka """
suelD: UUID! @checkIssueldAccess

sID: String! @skipCheckAccess

+
+
+
+ e OUAC 1id appeca ™
4
+

skipCheckAccess in Molly need appsec review
KeapTupa

: String

+

+ " Nonuuit appec

' Address: String
+

ozon 6aHK .
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nn 3a cnydanHbIiM MPUHTOM MEePEMEHHbIX B Ci:

T. CNenuilb 338 ¥ HEHAAMA B Qulla FElIne 0 ¥ 330 b AHTE fe 0 1 EHTRI, KOroa

NETAKTCA NPUHTaHYTL gitlab varn A eLe -HHOY 0L CEKPeTH MNKW 1 BCe pagno Ha Cl_JOB_TOKEN (0H yHUKaNbHLIA

B n: EBHAA sl OYT NpHBAOeHEI HYM MOTPETE
EHHA)

HEHWA B pi - ' J L I - A MBT OTeeval unu Her

[JaHHNE HIMEHEHMA B peline MOryr npueec K CEPLEe3IHMM YASBMMOCTAM € TOMUKM IPEHMA HHOOPMAUMOHHOMN OC30NACHOCTM. B HACTHOCTH, XOMAHAA env
PETHHE NAHHL Takue xak PG_DSN' , xoropw# copep YHETHHE NaHHNe ANA Na X 0aze NaHHMX. JTO OIHANALT, NTO €CNK NOrK NAnNnNNanHa (

MAUKKD W, HANPDWMED, BMNONHKTL SOL-#HLe AR MR NONYNH HECAHKUMONHPOBRANMMK AOCTYN K 3€ NAMHMX,. AHANOTrM ) ECAN INOYMLULNEHHMK CMONE

NHEHVA KOMaNHAaM y MCNONBLIYR MX NA CBOMX Henobpux ue dK MAMMNOYNARUM C AAMMHRIMH PACnNpoOCTPpANCHME B AOHOCHOro

0zon 6aHK Btho “Bes. nepassmen < 76
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Nnn 30BeT OTAENbHbIX AaTacek AeXYPHbIX MOCMOTPETb Ha HOBbIE AaHHbIE, NoANaaatoLLne noa
PErynsaToOpuKy:

Thl L.Ul‘iifg,-' GoT, akcnepT B He30NACHOCTH AaHHEX. ek B prot -KOHTpaKTax NonA cofspsallie NnepcoHanbHble QaHHbIE, GanaHcsl 1 CYMMBl TRAHIAKUWAX KNWEHTOB GaHka M

pearvpyells TONbKO Ha HAUX.

File: apifinternal-budg rnal_budge

Rule: dat

LLM

B naHHOM KoHTpakTe nona ~amount™ W " receiver’ MOryT COOEp®aTh KPHUTHYHLE $HHAHCOBLIE faHHue. (one “amount’™ copep=wT

CyMMy TpaH3aKWWM, °

MOXET YKaIuBATE Ha Nony4YaTtena Ccpepcte, 4YTOo MOXET BENOYATE NEpCOoHANBHEE OaHHLE Nony4YaTenA, TAKWEe Kak WMA WM MOEHTHPUKATOP, Y4YTO Takxe

OOCTyYNa W wH¢pDEﬂHHH ONA 34 Tel OdHHBEX KEAHEHTd.

Change:

ing amount = 4

L] -fj{l{l_]l_ll!jrlt_:"ll_]f" = 3

ozon 6aHK -
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[MpoLEeCcCHHr COObITUN AEeNUTCA Ha TPU Pa3HbIX YPOBHS:

0zoh 6aHK

78
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[MpoueccuHr cobbITU OenNTCA Ha TPU pPasHbIX YPOBHS:
Log:

NnMWLIET B KaHall anepT 006 MMNHOPHOM U3MEHEHNE, ,El,G)KyprII\/JI MOXET NoYnTaTb
dCNHXPOHHO B noboe y,EI,O6H09 Bpem4

0zoh 6aHK

79
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[MpoLEeCcCHHr COObITUN AEeNUTCA Ha TPU Pa3HbIX YPOBHS:

Log:
NULET B KaHan anept 06 MMHOPHOM N3MEHEHMWE, OEXYPHbBIN MOXET NoYnTaThb
aCMHXPOHHO B ntoboe ynobHoe Bpems

Alert:
NULWET B KaHan anept 1 npusbiBaeT gexypHoro ASAP, nuweT B MR koMMEHT,
4YTO eCTb M3MEeHeHNs 3alennBLLMe NMpasuia anrncek U No BO3MOXHOCTM Nyylle AoXOaTbCS

0zoh 6aHK

80
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[MpoLEeCcCHHr COObITUN AEeNUTCA Ha TPU Pa3HbIX YPOBHS:

Log:
NULET B KaHan anept 06 MMHOPHOM N3MEHEHMWE, OEXYPHbBIN MOXET NoYnTaThb
aCMHXPOHHO B ntoboe ynobHoe Bpems

Alert:
NULWET B KaHan anept 1 npusbiBaeT gexypHoro ASAP, nuweT B MR koMMEHT,
4YTO eCTb M3MEeHeHNs 3alennBLLMe NMpasuia anrncek U No BO3MOXHOCTM Nyylle AoXOaTbCS

Stop:

NUWeET B KaHan anept, npudbisaeT gaexypHoro ASAP, nuwet B MR KOoMMeHT
O TOM 4TO NPUAETCH OoXOaTbCs flanka annceka

0zoh 6aHK

81






LE:LCEVVEVE

0zoh 6aHK
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LE:LCEVVEVE

- [locmoTpuTe Ha cBom navnanHbl, BCe N security apTedakTbl MayT B paboTy, C KaXabiM
NPOroHOM, N ECNU HE BCE, HE XAET NN pa3paboTymK TOSMbKO UX B Kaxkaon mxobe rnovem 3psa?

0zoh 6aHK
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LE:LCEVVEVE

- [locmoTpuTe Ha cBom navnanHbl, BCe N security apTedakTbl MayT B paboTy, C KaXabiM
NPOroHOM, N ECNU HE BCE, HE XAET NN pa3paboTymK TOSMbKO UX B Kaxkaon mxobe rnovem 3psa?

- [lponyctnTte B Npoa Npobremy u ¢ HeGoNbLLOK 3adepPXKKON OTKATUTLCS - MOYTWN BCeraa Aeluesne
4yeM TEePATb BPEMS Ha OXuaaHue B o4epenmn Ha nNpoBEpPKY.

0zoh 6aHK

85



LE:LCEVVEVE

- [llocmoTpuTte Ha cBon navnnanHel, BCe N security aptedakTbl nayT B paboTy, C KaXXabIM
NPOroHOM, N ECNU HE BCE, HE XAOET N pa3paboTumK TOSbKO UX B Kaxaon axobe noyem 3ps?

- [lponyctnTte B Npoa Npobremy u ¢ HeGoNbLLOK 3adepPXKKON OTKATUTLCS - MOYTWN BCeraa Aeluesne
4yeM TEePATb BPEMS Ha OXuaaHue B o4epenmn Ha nNpoBEpPKY.

- OunbTpynTe pesyribTaTbl CKaHOB MHCTPYMeEHTOB B Vb, nepen Tem Kak otgasaTth B | T, Bbl noyTtn
BCerga nydile 3Haete CTOUT i1 TYT UCnpaBnATb

0zoh 6aHK -



ozon 6aHK

Cnacmubo 3a
BHMMaHue!

MaprowkuH Omutpun
@dmarushkin
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