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CoBpeMeHHDbI
VPN +




O HaC > 30 ner

Co30aeM HageXXHble peleHnsa ana MHpopmMaLMoHHOW Ha pPblHKE
6e30MacHOCTU, YTOObI KaXkablA — OT CTapTana
[10 KOopropauum — MOr CHU3UTb PUCKW U 3aLLUTUTbCS OT Yrpos.

JIMLULeH3n

OCTIK, OCH

DB-MR-02 DB-MR-01
Kopones Mockea

hh Momouws QQ Mowcex  ( Cospark pesiome

AMMUKOH

o cepTncouMpoBaAHHARA
NHbopMaLmoHHas 6e3onacHocTb, MporpaMmmMHoe e
obecnevyeHune a

H - i =

e T OT = bl B O B ABNAETCS OAHO M3 Beaywwmx Komnaxuuii Poccum B o6nactv coaaaHns 1 NponsBoAcTBa NPOrpaMMHbIX U
NPOrpamMMHo-annapaTHbIX KOMNIEKCOoB A/15 06ecrneyeHnst MHGOPMALMOHHOM 6@30NACHOCTY COBPEMEHHbIX
MHd)OpMaLlMOHHO'TeﬂeKOMMyHIAKaLlMOHHbIX CUCTEM PasNUYHOro Ha3Ha4YeHUs U YPOBHS C/TOXHOCTH.

Cepbi pesiTenbHoCTI

KnveHTaMu KoMnaHnim SBNSOTCS KPYrHbie KOPNOPaTMBHBIE 3aKa3UnKM — GaHKW, MPON3BOACTBEHHbIE 1
OTKprTO AO 1 9:00 H 1 M VI H » 83 M TOproeble NPeAnpUATHSA, Pa3NNyHbIe FOCYAAPCTBEHHbIE OpraHn3aunm. CpeacTsa 3awmTbl MHpopMaumMm
HaWero NPOM3BOAICTBA WNPOKO NPUMEHSIOTCS Ha BCel TeppuTtopumn Poccun, a Takxe 3a ee npegenamu, u I I s I
paGoTatoT 24 yaca B CyTKM 7 [HEN B Hefento. p O ﬂ y K I M
1

doT1o 2 OT3bIBbI OcobeHHOCTU

oTr219 P




HeaocdBHee
npoLusioe




\/ PazpeneHune opyHKumm Ub n UT

PasHble Lenn — goCTYNHOCTb, LLENIOCTHOCTD,
KOHOUOEHUMNANBbHOCTb

3akpbITbin MUP VB — 3akoHOaTenbHana 6a3a,
NPUHLUMNbI, peLleHns

BHYyTpeHHee npoTtuBobopcTeo b n UT

HepaBHee
npoLusnoe




\/ PazpeneHune opyHKumm Ub n UT

\/ C3U kakK pononHuTenbHasa GyHKLUMA

BHeppeHWe 3awnTbl nocne npoektuposaHna AT
CUCTEMbI

JkcnnyaTtauuna C3M BHe cTaHaapTHbIX VT npoueccos

HepaBHee
npoLusnoe




\/ PazpeneHune opyHKumm Ub n UT

\/ C3U kakK pononHuTenbHasa GyHKLUMA

\/ B KaK 3-e N1Muo BO B3aMMoOoaAEeUuCTBum

H ena BHeée T n nonb3osatens

I'IepeKna,u,blsaHme OTBETCTBEHHOCTU

n p o m n o e | OnuTenbHble NPOCTOU




HMoBble
Bbi3OBbDI




YnoaneHka
[ eoniokauuns

Bbl30OBbI



HoBbIe
Bbi3OBbI

YnoaneHka

\/ Ko

[ eoniokauuns

MaccoBocTb 3amMeHbl T cuctem

J I/ImnopTo3qme|_u‘e|-|v|e Cbon naty-MeHeaXXMeHTa CTapbIX CUCTEM
[leTckmne 60ne3Hn HOBbIX CUCTEM




HoBbIe
Bbi3OBbI

\/ Ko

YnoaneHka
[ eoniokauuns

\/ vinopTo3damelLleHve

MaccoBoCTb 3aMeHbl T cuctem
Cbon naTy-mMeHegXXMeHTa CTapblX CUCTEM
[leTckmne 60ne3Hn HOBbIX CUCTEM

\/ SOKOHOOATESIbCTBO

YcuneHme oTBeTCTBEHHOCTU
Ob6Aa3aTeNIbHOCTb AOOCHALLEHUS




YnoaneHka

\/ Ko

[ eoniokauuns

MaccoBocTb 3amMeHbl T cuctem

J I/ImnopTo3qme|_u‘e|-|v|e Cbon naty-MeHeaXXMeHTa CTapbIX CUCTEM
[leTckmne 60ne3Hn HOBbIX CUCTEM

YcuneHmne oTBeTCTBEHHOCTU

\/ SaKkoHOOATENIbCTBO
Ob6Aa3aTeNIbHOCTb AOOCHALLEHUS

PasButmne/ HoBble TEXHONOIMN — HOBbIE QYHKL NN
B bl 3 O B bl ycrioXxxHeHue T KoHKkypeHTHas 6opbba — HOBble GYHKL MM




FMOBOSA
peanbl-loc'r




HoBasA
peajibHOCTb

PvHKUMA DB
yactb iIT cncrem

MeHbLUe CUCTEM, HO CNOXXHee

- TpeboBaHMA NO NOArOTOBKE
AKCMyaTUpPYyroLLEero nepcoHana




HoBasA
peajibHOCTb

PvHKUMNA 1B McaccoBoOCTb
yactb T cnctTem C3v

[IpocTOTa pacnpocTpaHeHns
n yctaHosku (MDM, CI/CD)

TpeboBaHuUA
K MPON3BOAUTESNIBHOCTU

MHPPACTPYKTYPBbI




HoBasA
peajibHOCTb

PvHKUMA DB McaccoBOCTDb SKCNNyATALLSA
ycctb NIT cncrtem C3n NIbcuctem BT
Run&change

Service desk

SLA




Pe3vnbTaTr ansg
NMnoJib30BATEJ]




Pe3ynbTaT AN«
MnoJjib3oBaTens

AOonNnoJiHnTeJiIbHOA
CJTIONKHOCTDb




Pe3ynbTaT AN«
MnoJib3oBaTenNns

\/ MuuHMMANbHOSA \/ BbbiCTpOEe
aonoJyiHUTeJsibHAsA peLueHue
CJIONKHOCTDb MHUMNaeHToB




Pe3ynbTaT AN«
MnoJib3oBaTenNns

\/ MwuHnMmAarnibHOSA \/ bbiCcTpoOEe \/ be30orncacHas
aononHUTeNIbHAsS peLueHve pacoTa
CJIONKHOCTDb NMHUMNOEeHTOB






PelleHUnda AMUKOH

v BO3MOXHOCTb LleHTpann3oBaHHOW YCTaHOBKN
v ABTOMaTM4YecKas HaCcTpoOUKa

Vv TpocToTa ynpaBneHus

v MUWHMMYM NMoNb30BaTENbCKOro BHUMaHUSA

Vv ZTNA

Vv WHTerpauus c pasnnyHbiMm compliance pelleHusMm

AMMNKOHHEKT

e




AMMNKOHHEKT

AMMMBN3O0OP

AMUBUIOP

Wms SIN 1P Agpec

CTtapToBbIli 9KpaH

KoHTeiHep N21
KoHTeitHep N22
KoHTeiHep N°3
KoHTeiHep N24
KoHTeinHep N25

KoHTeinHep N26

al al ol al &l Al ol

KoHTeinHep N°7

B Otuer

& HacTpoiiku

Knuentbi: A H M r

18.225

23000

22000

21000

= = 20000

19000

18000
17000

16000

2512 2612 2712 2812 2912 3012 3112 0101 0201 0301 0401 0501 0601 0701 0801 0901 1001 1101 1201 1301 1401 1301 1401 1501 1601 1701 1801 1901 2001 2101 2201 2301 2401 2501

06Lune KoNMECTBO

3784

Pagoraior Owmkm He pacoraior

2986 9 779 10

He oTseuaior

B

® Paorsor O Ousoka @ HePasoraor @ Heoraeuaer

AMMNBUNIOP

Wms SIN 1P Anpec

= CTapToBbIit 9KpaH

°E KoHTeitHep N21
B Folder N21 03 » 02
B 192168.1.2.3
B 192168.1.0.3
B 192168.1.0.4
192.168.2.0.1
192.168.3.0.1
192.168.4.01
192.168.5.0.1
Folder N°2 06 01
Folder N23 02
192.168.6.0.1
192.168.7.0.1
192.168.8.0.1
192.168.9.0.1
Folder N°4
Folder Ne5
192.168.12.0.1
192.168.13.0.1
192.168.14.0.1

BEEENNFEBEEREREREBOBGOB

192.16815.0.1

B Otuer

& Hactpoiiku

‘ AMI00422CO Fw o D R Cocwenonore Octostoft CPU 12% Memory 12%
Ynpasnenve VMaMeHeHWs KoHUrypauun MNapameTpel gocTyna MNpasuna Tpaduka

Clients 07%

Hoeoe npaBsuno

1 Sakura Sakura 03 1. 01/192 TioGas Her Accept TioGoe
2 Sber0s CLi (Bce PKI) 5.05232002 Tiogas Her Drop TioSoe
3 F0230 192168159127 Target TioGas Her Accept Tosoe

clil

port1

kasp

RoBasurs unTepdeiic 192.168.20.41/16

Wnreppeiic

Mnas
Vnrepgeiic 1

AKTHBHO

(S Coxpanurs

Activity

Dobasurs  Ypanute

infocrypt Cuc177 v
vian 999 192168120.005 v
[0} v

192168.20.41/16

Coxpanurs [EEVY

Speed 1% AMUBUN3OP

Nms SIN IP Agpec
= CTapToBbif 9KpaH
°E KoHTeitHep N21

B Folder N1 03« 02
B3 1921681.2.3

B3 1921681.0.3

B3 1921681.0.4
192168.2.01

192168.3.01

192168.4.01

192.168.5.01

Folder Ne2 0601
Folder N23 02
192168.6.0.1

192168.7.0.1

192.168.8.01

192.168.9.01

Folder Ne4

Folder Ne5

19216812.01

192168.13.01

19216814.01

BEEEBENFREEEEERREELRB

192.16815.0.1

B Otuer

& HacTtpoiku

KoHTeliHep N21

3784

MoHuTopuHr

192168123

192168123

192168123

192168123

192168123

192168103

192168103

192168103

192168103

192168103

192168103

192168103

W [lpuBbl4HbIK MHTepdenc ana NT nepcoHana
v KOHTpONb 4OCTYNHOCTU U NPON3BOANTENBHOCTUN SNIEMEHTOB
v OpUEeHTNPOBaHHOCTb UHTepdelica Ha paboTy
C obpalleHnAMM MNonNb3oBaTENIEN

2986

10
779

DNCY-KnuenTs!

CN=Kyzya 065666
CN=Kyzya 065667
CN=Kyzya 065668
CN=Kyzya 065669
CN=Kyzya 065670
CN=Kyzya 065671
CN=Kyzya 065672
CN=Kyzya 065673
CN=Kyzya 065674
CN=Kyzya 065675
CN=Kyzya 065676

CN=Kyzya 065677

PeweHna AMMKOH

Clients

Speed

1122334455660004
1122334455660005
1122334455660008
1122334455660007
1122334455660008
1122334455660009
1122334455660010
1122334455660011

1122334455660012
1122334455660013
1122334455660014

1122334455660015

192168159125

192168159126

192168159127

192168159128

192168159129

192168159130

192168159131

192168159132

192168159133

192168159134

192168159135

192168159136

1921168.20.41

192168.20.41

1921168.20.41

192168.20.41

192168.20.41

1921168.20.41

192:168.20.41

192168.20.41

1921168.20.41

1921168.20.41

192:168.20.41

192:168.20.41

503472
897364
389163
2,364

843920
432043
483925
043208
758492
223344
647234

424658

601920
897364
389163
2,364

843920
432043
483925
043208
758492
223344
647234

424658

AMMNBUIOP

ns SIN 1P Anpec

= CTapToBbIi 9KpaH

°E KoHTeitHep N21

B Folder N1 03 ¢ 02
B 192168.1.2.3
B 192168.1.0.3
B 192168.1.0.4
192.168.2.01
192.168.

1

1921168.4.0.1

1921168.5.01

Folder Ne2 06 e 01
Folder Ne3 02

1921168,

a
192168.7.01
1921168.8.01
1921168.9.01
Folder Ne4.
Folder Ne5
192116812.0.1
192116813.0.1
19216814.0.1

BEEEENFFEBEBEEBNNFGBEOEOBOE

192116815.0.1

B Otuer

€& HacTtpoiku

23%

AMI00422CO

Fw  Paboraer: Axrusen or: Bepeun:
OcHosHon 09.01202511:05:42 401
w0 Kawancesam:
roroe
B Aapec: 102168123

16.01.2025 14:54:42
(pasmuua: O cex.) oTknuK: < 55 M.cex

Bpems OMCY-IP:

Clients

R PaGoraer: OcHoBHo# "
Ynpasnenvie VismeneHvie KoHOUTypaumm O6ume napameTpe! Basosbie
Asapwinbii nepesanyck sepes (53600 cex) 5 Orpasuens c60pa craTucTk

Mepexop wa pesepsHii uepes (5..255 cex) 5

BknowTs cTopoxeson Taiuep (Watchdog)
Koppextuposars TCP MSS
MrHopupoeaTs sanper GparmenTaLmn
3anper paGoTel Npu CE0AX KECTKOrO ANCKa
CokpeiTine paGoTel ®MNCY
He Bbigasars ICMP-cooulen#s 06 owHKaX
He wawensrs TTL IP-naxeros
Paspeuen nponyck MPLS-merox

Mponyckats BPDU-gpeims

Fopsumi peseps  CosmectimocTs CK3U  KowTpons cern

Macbook Pro

apanTipoRaHHOe NorupoaHHE ecex coBuITH

MakeTbi ¢ SourceRoute
) He nponyckars
Ynanuts oty onuwo

Mepenars we usmenss

1% Memo

23% Speed




AMMNKOHHEKT

AMMMBN30OpP

Pricy

PeweHna AMMKOH

SOOEED -5/ B0

v CTtabunbHasga BbicokonpounssoautenbHaa VPN nnatpopma

Vv WHTerpauyunsa c BHewHumMmm cuctemamm (LDAP, AD,Radius, OTP, SIEM,
Syslog, DHCP, Geo-IP)

Vv MexceTeBon aKpaH

Vv nmbkas cmctemMa nMUeH3NPOoBaHUS



Cnacvi6o 3a
BHMMdHVe!




