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AyteHTndukaumsn API.

UpuHa bnaxuHa

ApXUTEKTOP MHPOopMaLMOHHOW Be3o0nacHOCTH
00O «Onepatop Nasnpom N»
= bonee 10 net onbiTa pabotbl B IT

* ApPXUTEKTOP KOPMOPaTMBHOMO M CUCTEMHOTIO YPOBHS,
NPOEKTUPOBKa Ge30nacHbIX PeLlEeHNI

= Cneuunanunsauus Ha apxutektype anda Vb Ha 6ase peweHunn
FW, Proxy, NGFW, IDM, IAM, API-Gateway, IDS/IPS v gp.

= ABTOp cTaTewn B NyOriMyHbIX KaHanax

Moaxoabl U N PaKTUKHN
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ayTeHTndmkKaumu NpakTuKe
YT0-TO NocrnoxHee... Jlyywine npakTukm BoHyc
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OnpepeneHus
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OnpepeneHus

« CereT» NHdopmauusa, ncnonbdyemas onsa npoBepku
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OnpepeneHus

«CeKkpeT»

AyTeHTUUKaunS

TokeH

AyteHTndumkaumsa API. NMoaxoabl U NpakTUKKU

NHpopmauuns, ncnonb3dyemas angd npoBepku
NOASIMHHOCTK (Hanp., Naposb, CUCTEMHbLIN CEKPET)

[Mpouenypa NpoBEPKN NOASIMHHOCTU MO «CEKPETY»

Pa3HOBNOHOCTb CEKpEeTa, BblaaBaemMas nocre
npoueaypbl ayTeHTudmKaumm ong gocrtyna



UTo Ba)xHee?

01 02

«Cekpet» TokeH
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[looxoabl K ayTeHTUuukaunm AP

TpyAaoeMKoCTb

HapgexHocTb ? ?
Basic Auth

Bearer Authentication

e S,

API key
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[looxoabl K ayTeHTUuukaunm AP

Y

Y

mTLS

_ o

HMAC

Y

OAuth2

HapgexHocTb ? ?
Basic Auth

Bearer Authentication
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O yem byaem roBopuTb?

Onpepgenexnunsa

UTO-TO NnocrnoxHee...

AyteHTndumkaumsa API. NMoaxoabl U NpakTUKKU

KntouyeBble noaxoabl K
ayTeHTUdukaumm

JTlydwive npakTukm

PacnpegeneHne Ha
NpakTuke

BoHyc




[loaxoabl Ha NpaKkTuke

HMAC/
mTLS | Basic Auth

. X5 Dialog OAuth2/ API key/
"// CBEP [Mpo I A OAuth1 Bearer m

mmmmmmmmmmmmmmmm
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13



O yem byaem roBopuTb?

Onpepgenexnunsa KntouyeBble noaxoabl K PacnpegeneHne Ha
ayTeHTndmKaumu NpakTuke
YT0-TO NocrnoxHee... Jlydwine npakTtukm BoHyc

AyteHTndumkaumsa API. NMoaxoabl U NpakTUKKU



PacwunpeHna OAuth2 ana API

RFC 6750, RFC 7519, RFC 7662, RFC 7636, OAuth2.0 Security best current practices,
RFC 6819, REC 7591, REC 8628, REC 9068, DPoP/MTLS n anstepHaTMBbl OyayLlero:
OAuth 2.1 n GNAP

01 02

Token FAPI 2.0
Exchange

AyteHTndumkaumsa API. NMoaxoabl U NpakTUKKU


https://datatracker.ietf.org/doc/html/rfc6750
https://datatracker.ietf.org/doc/html/rfc7519
https://datatracker.ietf.org/doc/html/rfc7662
https://datatracker.ietf.org/doc/html/rfc7636
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics-19
https://datatracker.ietf.org/doc/html/rfc6819
https://datatracker.ietf.org/doc/html/rfc7591
https://datatracker.ietf.org/doc/html/rfc8628
https://datatracker.ietf.org/doc/html/rfc9068
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-dpop-04
https://datatracker.ietf.org/doc/html/rfc8705
https://oauth.net/2.1/
https://oauth.net/gnap/

Token Exchange

[lenernpoBaHue

NHTepHeT ﬂ,eMVIJ'IVITapI/I3OBaHHaFI
' 30Ha

3aluileHHas BHYTPEHHSS 30Ha

OAuth- cepsep

JWT Token |

AyteHTndukaumsa APIL. NMoaxoabl U NpakTUKKU 16



Token Exchange

[lenernpoBaHue

NHTepHeT ﬂ,eMVIJ'IVITapI/I3OBaHHaFI
' 30Ha

3aluileHHas BHYTPEHHSS 30Ha

OAuth- cepsep

JWT Token JWT Token

JWT
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Token Exchange

[lenernpoBaHue

NHTepHeT ﬂ,eMVIJ'IVITapI/I3OBaHHaFI
' 30Ha

3aluileHHas BHYTPEHHSS 30Ha

OAuth- cepBep >

api-1

JWT Token | m
. oo =

AyteHTndukaumsa APIL. NMoaxoabl U NpakTUKKU 18



FAPI 2.0

B 3npaBooxpaHeHun, dMHAHCOBOW MHAYCTPUMN, 3NEKTPOHHOM NMpaBUTENbLCTBE U T.4.

FAPI 2.0 Security Profile (Final)
FAPI 2.0 Attacker Model (Final)
FAPI 2.0 Message Signing (Draft)

AyteHTndukaumsa APIL. NMoaxoabl U NpakTUKKU

19


https://openid.net/specs/fapi-security-profile-2_0-final.html
https://openid.net/specs/fapi-attacker-model-2_0-final.html
https://openid.bitbucket.io/fapi/fapi-2_0-message-signing.html

FAPI 2.0

- Mutual TLS Client
Authentication and Certificate-Bound
Access Tokens

- DPoP: Demonstrating

Proof-of-Possession at the
Application Layer

AyteHTndukaumsa APIL. NMoaxoabl U NpakTUKKU

(optional H GET /standardized-path (Metadata Request) T —
e e — e —— tadata endpolntJ
H AS Metadata Document (Metadata Response)
issuer: issyg, authz_endpoint: https://as.com/authz,
token_endpoint: https://as.com/token, ...

B Verify issuer

Generate POST /par (PAR Request)
a nonce cv clientid cid, redirect uri rediruri,
code challenae cc := h(cv). scope. ...
+ client authentication (mTLS or pkjwt)

> [PAR endpoint

6] Check client authentication and request parameters,
store request, and generate request uri requri

requri (PAR Response)
A Redirect to https://as.com/authz?request_uri=
requri&client_id=cid

B GET https://as.com/authz?request_uri=requri&client_id=cid (Authorization Request)

[authorization endpoint

) m User authentication and consent (out of scope)
Redirect to rediruri?code=ac&iss=isspg (rediruri from Step 5) (Authorization Response)

B GET rediruri?code=ac&iss=issps ﬁ‘
redirection endpoin

K& Validate iss value

BT POST /token (Token Reauest) % W e
DPoP proof, cid, code verifier cv (cf. Step 5) \exen Snopo)
+ client authentication (mTLS or pkjwt)

B3 Check client aut ication, ac, cv, and generate token(s)

I sccess okt e okanl. .. (Token Respiones)

RS
Bank, credit scorer, ...

K& Optional: Log in user with information from id token
m GET /protected-resource (Resource Request)
DPoP proof (incl. hash of at), at

a Verify validity, integrity_exniration and revo- [Token Introspection]

cation status of at, anc DPoP token binding

E] Resource Response

20


https://datatracker.ietf.org/doc/html/rfc8705
https://datatracker.ietf.org/doc/html/rfc9449
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Jlydwine npakTukin

v BHeapeHue ynpasnenusa APl (APl Management)
v'BHegpeHune AP| Gateway kak eanHon penepHon TO4YKK

v ObecneyveHne ynpaBrneHnst BEpCUsiMn u
OOKYMeHTaumen

v [pepgocTtaBneHne MeTPUK 1 BUOMMOCTU TpadumkKa
v ObecneyvyeHne maclutabupyemon 6eszonacHoctn AP

v'Y4eT namMeHeHun B ctaHgapTax

AyteHTndukaumsa APIL. NMoaxoabl U NpakTUKKU
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NpuHa bnaxunHa

ApxutekTtop Vb
@A _Blair
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Yek-nncT pyHKLMOHAaNbHOro
TeCTUPOBaHUA
3awmieHHoctn API

A AN



MunHyTKa peknambil
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Mos xuans

' - kopnopaTtueHas akocuctema, popmupyiowias
undposoe npocTpaHcTBo Mpynnbl A3NpoMm

laznpom ID - yHMBepcanbHbI MAeHTUNKATOP, NO3BONSAOLLMNA CoBirmis kommamyy,

ABTOPUMN30BbLIBATbCH B Pa3/IN4HbIX CepBMCax U nnowaakax C"?L_ g
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Mo6eputens KoHkypca «Jlyywune undposbie pelueHus .
ona HedTerazosowm otpacnn 2023» B HOMUHauum «Jlyywee o —
peweHne ansa obecneyeHns nHGopmMaLMOHHON 6e30NacHOCTU»
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