[loBrantok Nasen Muxamnosuny
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WebAPI - noBepXHOCTb aTaku

* 3510yMbiLlIeHHUK obpallaeTcsa K cuctemMe yepes WebAPI

* Backend uepes gpyroe API o6LuaeTcs C
- CYBA

- Ouepeabto 3a4aHNN

* Kakwue API Hy>XHO 3aWjmuULaTb?

—



dPa33uHr ceteBoro API

* MyTauwus A0J/KHA COXPAHATb CTPYKTYpPY NaKkeTa

* HekoTopble oLLMGKK cocpenoToUeHbl B 06paboTumKkax
oTAe/IbHbIX nonen

* Jln6o co6CTBEHHbIN MyTaTOp

* Jln6o ¢pas33nHr HN3KOYPOBHEBbIX PYHKLUW

—



SQL-nHbvekyma nnm XSS

* Cno>xHo Hada33nTb BXOAALLUN NnakeT

- Hecko/bKo BNOXEHHbIX CTPYKTYP

- [JAnHHasa yenoyka a4na NpoBepky cpabaTbiBaHUS

* Hy>XHO cMOTpeTb nocneaoBaTe/IbHOCTL 06PaboOTKMU
AAHHbIX
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Pa33uHr cuctemMsl € (MUKpo)cepBucamum

* 3anyckaTb BCEé B BUPTYa/ibHOW MaLUMHEe

- OTnexmBaTb (M OTKaTbIBaTb) COCTOSAHME Bcen BM

- CneawnTb 3a NasieHNEM KaxXXA0ro 13 CEPBUCOB
* TecTpoBaTb Ce€pPBUCHI MO OTAE/IbHOCTH

— YTO MMeHHO NpoBepAaTL?

- Kak BblbpaTb API gna TectnpoBaHua?

—



ONLYOFFICE

postgres
python fcp: 127.0.0.1:8080 :
manage.py r
\ unix
docservice fcp: 127.0.0.1:47664

tcp: 127.0.0.1:58972

fop: 127.0.0.1:5672 fcp: 127.0.0.1:5432




ONLYOFFICE

* B kope 3arpy3kv BMP HepgocTaTOUHO NpoBepoK

case 24 :
if (bf.bfOfTBits != @L) hFile->5eek(off + bf.bfOFfBits, SEEK_SET);

if (dwCompression == BI_RGB){
hFile->Read({info.pImage, head.biSizelImage,l1,GetDIB(),GetDIBLimit()); /7 read in the pixels

} else cx_throw({"unknown compression"),

break;

—



[loBepXHOCTb aTaku

°* Ya3BMMble MecCTa CUCTeMbl

* UNHTepdenicnl
— [lopThl
-  JoMeHbl
- Agpeca
-  @annebl
* [porpamMmmbli

— 3aMMCTBOBaHHbIe KOMMOHEHTHI

— Cob6CTBeHHble y4acTKu KoAa



Cnoco6bl N3yuYeHUst MOBEPXHOCTU aTaKu

* OWASP Noir
* MNMoKpbiTHe KoAa
* Natch




Spring-petclinic

* Web-cepBuc gna KNMHUKN A0OMALLHUNX )KMBOTHbIX
— BNajenbLbl
- MnMnTtoMubl
— BWU3NTbI B KIINHUKY

* MpocTeniuee npunoXXeHne Ha naatopme Spring
- ~86 Kb Java-kopaa

- eCTb OHNT-TeCTbI

ﬂ



AHanns3 noBepxHoCcTu aTaku petclinic

* NMoBepXHOCTb aTakKWn C/I0XKHO HAUTU BPYUHYIO

* B shom BHyTpu jar-¢anisa onmcaHbl 92 3aBUCUMOCTN

* MHoro aébcrpakymm

* nyébuHa cteka 200+ pyHKLUNI

~



Create owner

Owner

First Name
myownerfirst

Last Name
myownerlast

Address
myowneraddr

City
myownercity

Telephone

1234567890

Add Owner



Spring-petclinic

Owner Information

Name myownerfirst myownerlast
Address myowneraddr
City myownercity
Telephone 1234567890
Pets and Visits

ﬂ



Mouck noBepxHocTn atakm ¢ OWASP Noir

POST /owners/new
body: address=&city=&telephone=
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 75)

POST /owners/{ownerld}/edit

path: ownerld

body: address=&city=&telephone=

file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 138)

GET /owners/{ownerld}
path: ownerld
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 163)

ﬁ



Co3paHue 3anuUcu

@PostMapping("/owners/new")
public String processCreationForm(@Valid Owner owner, BindingResult result, RedirectAttributes redirectAttributes) {

if (result.hasErrors()) {
redirectAttributes.addFlashAttribute("error", "There was an error in creating the owner.");
return VIEWS_OWNER_CREATE_OR_UPDATE_FORM;

}

this.owners.save(owner);
redirectAttributes.addFlashAttribute("message”, "New Owner Created");
return "redirect:/owners/" + owner.getld();

}

ﬁ



UTeHue 3anucm

@GetMapping("/owners/{ownerld}")
public ModelAndView showOwner(@PathVariable("ownerld") int ownerld) {
ModelAndView mav = new ModelAndView("owners/ownerDetails");
Optional<Owner> optionalOwner = this.owners.findByld(ownerld);
Owner owner = optionalOwner.orElseThrow(() -> new lllegalArgumentException(
"Owner not found with id: " + ownerld + ". Please ensure the ID is correct "));
mav.addObject(owner);

return mav;

ﬁ



[NokpbiTVEe KoAa

* Hennoxoe npmbnm>xkeHue Ans NOBepXHOCTU aTakKwu

* Ho He Bce HanaeHHble PYHKL N OTBEYaAlOT 3a 06paboTKy
BXOAHbIX AAaHHbIX




Ha uto noxo>x backtrace / call graph

Tomcat / JBoss

...........

MNMomoru Jope Hantu
B6uzHec-noruky

Hibernate

https://x.com/glorphindale/status/707979168965857280



OwnerController




MnaH nccnepgosaHua npunoxxeHus petclinic

* B Be6-uHTepdeiice

- Co3aaTb KapTOUKy BnajenbLa

- [lpocMoTpeTb KapTouKy
* B wuHcTpymeHTe Natch

- [MomeTnTb nosyyeHHble JadHHbIE (I)OprI ANA OTC/IeXNBaHNA

- y6eﬂ,VITbCF|, UYTO NOMeYeHHbIE AaHHbIE BEPHY/INCb Ha3a/ NoJ/ib30BaTe/1H0 Mpun MNpocMoTpe (I)OprI

* B wvHTepdenice aHannsa SNatch

- BbibpaTb NHTEepecHble MOAYNN U QYHKLUNN

*  ®as3uHr AN NOUCK 6aros BPYUHYIO

ﬂ



BXxoaHble AaHHble

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng,*/*;q=0.
8,application/signed-exchange;v=b3;q=0.7

Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://127.0.0.1:49152/0wners/new

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;q=0.9,ru;q=0.8

Cookie: sidenav-state=pinned; csrftoken=v82VHdvacMs8EraSTY528xP49j9Efbs8; django language=en-us; sessio

n=eyJsb2dnZWRfaW4i0OmZhbHNL1fQ.ZyHHTA. -IH3r@5WSUS-MNKDjZzuowFfwcQ; JSESSIONID=D1625244AC34D0O7B3F8D54F79F7
7CC51

TfirstName=myownertirst&lastName=myownerlast&address=myowneraddr&city=myownercity&telephone=1234567890

ﬂ



CTpaHMLA C KAPTOUKOW BnagenbLa C

noacseyeHHbiMmnn BXOAHBIMUAN AAdHHbBIMWU

<table class="table table-striped"=>

<tr>
<th>Name</th>
<td><b>myownerftirst myownerlast</b></td>

</tr>

<tr>
<th>Address</th>
<td>myowneraddr</td>

</tr=

=tr>
<th=City</th>
<td>myownercity</td>

</tr>

<tr>
<th=Telephone</th>
<td>1234567890</td>

</tr>

</table= a



N3yueHne NnoBepxXHOCTU aTaKu

* Pa36op 3anpoca

* Banunpgauma BXogHbIX AaHHbIX
* Pa6oTtac b/

* BoiBog html

ﬂ



Pa36op 3anpoca: tomcat

(= void org/apache/tomcat/util/http/Parameters::processParameters(byte[], int, int) org/apache/tomcat/util/http/Par:

L {=' void org/apache/tomcat/util/http/Parameters::processParameters(byte[], int, int, java/nio/charset/Charset) or¢
L (=} javaflang/String org/apache/tomcat/util/buf/ByteChunk::toString() org/apache/tomcat/util/buf/ByteChunk

L (= java/lang/String org/apache/tomcat/util/buf/ByteChunk::toString(java/nio/charset/CodingErrorAction, jav

L {=! boolean org/apache/tomcat/util/buffAbstractChunk:isMull() org/apache/tomcat/util/buf/AbsktractChu

L (= java/lang/String org/apache/tomcat/util/buf/StringCache::toString(org/apache/tomcat/util/buf/Byl

L (=} java/lang/String org/apache/tomcat/util/buf/ByteChunk:toStringinternal{java/nio/charset/Codi
L (=} java/nio/CharBuffer java/niof/charset/Charset::decode(java/nio/ByteBuffer) java/nio/charset,
= java/nio/charset/CharsetDecoder sun/nio/cs/ThreadLocalCoders::decoderFor(java/lang/C
L (=} java/nio/CharBuffer java/nio/charset/CharsetDecoder:decode(java/nio/ByteBuffer) j

L java/nio/charset/CoderResult java/nio/charset/CharsetDecoder::decode(java/nio/Byt

ﬂ




Banunpauma BxogHbiX AaHHbIX: hibernate

- =¢ org/hibernate/validator/internal/engine/constraintvalidation/ConstraintValidatorContextimpl org/hibernate/validator/internal/engine/valida
L (=} java/util/Optional org,fhibernate!ualidatorfinternaUengine!mnstraintvalidation;’ConstraintTree::validateSingLeConstraint{orgfhibernate,ﬁ.r.

L (=} java/lang/Object org/hibernate/validator/internal/engine/valuecontext/ValueContext::getCurrentValidatedValue() org/hibernate/vali
L =! boolean org/hibernate/validator/internal/constraintvalidators/bv/NotBlankValidator:isValid(java/lang/Object, jakarta/validation/Cc
L =} boolean org/hibernate/validator/internal/constraintvalidators/bv/NotBlankValidator::isValid(java/lang/CharSequence, jakarta/vi

L java/lang/string java/lang/String:trim() java/lang/String

L =} boolean org/hibernate/validator/internal/constraintvalidators/bv/PatternValidator::isValid(java/lang/Object, jakarta/validation/Con
L =! boolean org/hibernate/validator/internal/constraintvalidators/bv/PatternValidator:isValid(java/lang/CharSequence, jakarta/vali
L {=! boolean java/util/regex/Matcher::matches() java/util/regex/Matcher
L =' boolean java/util/regex/Pattern$BmpCharProperty::match(java/util/regex/Matcher, int, java/lang/CharSequence) java/t
L =! boolean java/util/regex/CharPredicates::lambdaSASCIl_DIGIT$18(int) java/util/regex/CharPredicates
L boolean java/util/regex/ASCII:isDigit(int) java/util/regex/ASCII

ﬂ



BctaBka 3HaueHuu B B/l: h2

(= void org/h2/mvstore/db/MVTable::addRow(org/h2/engine/SessionLocal, org/h2/result/Row) org/h2/mvstore/db/MVTable
L (=) java/lang/Object java/util/ArrayListSltr:next() java/util/ArrayListSItr
L (= void org/h2/mvstore/db/MVSecondarylndex::add(org/h2/engine/SessionLocal, org/h2/result/Row) org/h2/mvstore/db/MVSecondarylndex
L < boolean org/h2/index/Index:needsUniqueCheck(org/h2/result/SearchRow) org/h2/index/Index
L (=} java/lang/Object org/h2/mvstore/tx/TransactionMap::put(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TransactionMap

L (=) java/lang/Object org/h2/mvstore/tx/TransactionMap::sek(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TransactionMap

L = void org/h2/mvstore/tx/TxDecisionMaker::initialize(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TxDecisionMaker
L (- java/lang/Object org/h2/mvstore/tx/TransactionMap::set(java/lang/Object, org/h2/mvstore/tx/TxDecisionMaker, int) org/h
L (=: java/lang/Object org/h2/mvstore/MVMap::operate(java/lang/Object, java/lang/Object, org/h2/mvstore/MVMapS$Decisic

L =} boolean org/h2/mvstore/RootReference:isLocked() org/h2/mvstore/RootReference

L =} org/h2/mvstore/CursorPos org/h2/mvstore/CursorPos::traverseDown(org/h2/mvstore/Page, java/lang/Object) o
L = int org/h2/mvstore/db/RowDataType::binarySearch(org/h2/result/SearchRow, java/lang/Object, int, int) org/t
L & int org/h2/mvstore/db/RowDataType::binarySearch(org/h2/result/SearchRow, org/h2/result/SearchRow(],
L & int org/h2/mvstore/db/RowDataType::compareSearchRows(org/h2/result/SearchRow, org/h2/result/Se
L & int org/h2/mvstore/db/ValueDataType::compareValues(org/h2/value/Value, org/h2/value/Value, int

ﬂ



PeHpep cTpaHuubl: thymeleaf

= void org/thymeleaf/spring6/view/ThymeleafView:render(java/util/Map, jakarta/servliet/http/HttpServletRequest, jakarta/serviet/http/HttpServietRe

L = void org/thymeleaf/spring6/view/ThymeleafView::renderFragment(java/util/Set, java/util/Map, jakarta/servlet/http/HttpServietRequest, jakarta/
L (= java/io/PrintWriter jakarta/servlet/ServletResponseWrapper:getWriter() jakarta/servlet/ServletResponseWrapper

L = void org/thymeleaf/TemplateEngine::process(java/lang/String, java/util/Set, org/thymeleaf/context/IContext, java/io/Writer) org/thymelea

L = void org/thymeleaf/TemplateEngine::process(org/thymeleaf/ TemplateSpec, org/thymeleaf/context/IContext, java/io/Writer) org/thym
L {=! void org/apache/catalina/connector/CoyoteWriter:flush() org/apache/catalina/connector/CoyoteWriter
L (=} void org/apache/catalina/connector/OutputBuffer:flush() org/apache/catalina/connector/OutputBuffer
L =) void org/apache/catalina/connector/OutputBuffer:doFlush(boolean) org/apache/catalina/connector/OutputBuffer
L =} void org/apache/catalina/connector/OutputBuffer:flushCharBuffer() org/apache/catalina/connector/OutputBuffer
L {=! void org/apache/catalina/connector/OutputBuffer::realWriteChars(java/nio/CharBuffer) org/apache/catalina/connecto
L =) void org/apache/tomcat/util/buf/C2BConverter::convert(java/nio/CharBuffer, java/nio/ByteBuffer) org/apache/tor
L (=} java/nio/charset/CoderResult java/nio/charset/CharsetEncoder::encode(java/nio/CharBuffer, java/nio/ByteBuffe
L {=! java/nio/charset/CoderResult sun/nio/cs/UTF_8$Encoder:encodeLoop(java/nio/CharBuffer, java/nio/ByteBuf
L (=} java/nio/charset/CoderResult sun/nio/cs/UTF_8$Encoder::encodeArrayLoop(java/nio/CharBuffer, java/nio
Le int java/lang/System$2::encodeASCll(char(], int, byte[], int, int) java/lang/System$2
L int java/lang/StringCoding:implEncodeAsciiArray(char[], int, byte[], int, int) java/lang/StringCoding

ﬂ




JKpaHuMpoBaHVe BbiBOAa: unbescape

(=} java/lang/String org/thymeleaf/util/EscapedAttributeUtils::unescapeAttribute(org/thymeleaf/templatemode/Templa
L (= void org/thymeleaf/standard/processor/AbstractStandardExpressionAttributeTagProcessor::doProcess(org/thymt
L (= java/lang/Object org/thymeleaf/standard/expression/Expression:execute(org/thymeleaf/context/IExpressiont

|: + org/thymeleaf/standard/expression/IStandardVariableExpressionEvaluator org/thymeleaf/standard/expres

= void org/thymeleaf/standard/processor/StandardTextTagProcessor::doProcess(org/thymeleaf/context/ITer

L (= java/lang/String org/thymeleaf/standard/processor/StandardTextTagProcessor:produceEscapedQutpu

L (=} java/lang/String org/unbescape/html/HtmlEscape::escapeHtml4Xml(java/lang/String) org/unbescap

L (=: java/lang/string org/unbescape/html/Htm|Escape::escapeHtml(java/lang/string, org/unbescape/
L (=} java/lang/String org/unbescape/html/Html|EscapeUtil::escape(java/lang/String, org/unbescap:
L char java/lang/String::charAt(int) java/lang/String

ﬂ



unbescape

* HtmlEscapeUtil

* PYHKUMSA escape BbirMAAUT HE OUEeHb C/I0XKHOM

* A BOT B unescape MHOro BeTB/IEHUIA N LNKIIOB

Code smells

— escape M unescape cyLecTBsyroT B Tpex (I) noyuTn o4HAKOBbIX
3Kk3emnnapax (o4Ha Ana CTPOoK, gpyraa And noTokoB, TpeTbs AN1A
MaCCBOB)

ﬂ



diff pna Bepcun unescape()

1:268,269c
3:252,253c¢c
if (F-(i+1))<=0){

/| We weren't able to consume any alphanumeric

2:295,297c¢c
if (escapei == 0) {
/| We weren't able to consume any decimal chars

writer.write(c1);

ﬂ



da33mMHr escape + unescape

String result = HtmIEscapeUtil.escape(text,
HtmlEscapeType.HTML5_NAMED_REFERENCES_DEFAULT_TO_DECIMAL,

HtmlEscapelLevel. LEVEL_2_ALL_NON_ASCII_PLUS_MARKUP_SIGNIFICANT);
String result2 = HtmlEscapeUtil.unescape(result);
if (text.equals(result2)) {
System.out.printin(" in: " + text);
System.out.printin("esc: " + result);
System.out.printIin("out: " + result2);

throw new Exception();

ﬂ



da33uHTr escape + unescape: He-ASCII cmmBonbI

e
== libFuzzer crashing input ==

MS: 4 ChangeByte-Custom-ChangeByte-Custom-; base unit: e®@fbd8cc7b1840b748dfcb6d5628d81739beb4de
®x58,0x5c,0x5c,0x5c,0x5c,0xad,0x5c,0xdf ,0x81,0x81,0x86,0x3b,0x81,0x5b,0x42,0x81,0x86,0x7e,0x81,(
XA\ \255\\\337\201\201\206;\201[B\201\206~\201\201\307\201\201\201\\\221%\006\\D\243\006\\
artifact prefix='./'; Test unit written to ./crash-c336249dfbd6f7770416e44b6a9d89265f16e4d3
Base64: WFxcXFytXN+BgYY7gVtCgYZ+gYHHgYGBXJELB1XEowZcC

in: x\\\VLE;UBA~A||A\ \DE\
esc: X\\\\&#860;8&#1985;&AEL1g;8Ucirc;B&AEL1g~&Aacute;&#449;8Aacute;\&#1125; \D&AElig)
out: x\\\VLAUBA~A|A\ \D#EY

reproducer_path='."'; Java reproducer written to ./Crash c336249dfbdef7770416e44b6a9d89265f16e4d:

U+000C6
U+000C6

U+000E6
U+000E6




TecT ANns escape + unescape

String text = "\306;\304;\305;",;
System.out.printin(text);

String result = HtmIEscapeUtil.escape(text,
HtmlEscapeType.HTML5_NAMED_REFERENCES_DEFAULT_TO_DECIMAL,

HtmlEscapeLevel. LEVEL_2_ALL_NON_ASCII_PLUS_MARKUP_SIGNIFICANT);

String result2 = HtmIEscapeUtil.unescape(result);

System.out.printin(result); AE; A; A;
System.out.printin(result2); &AE-L'LQ . &AUITI-L .. &Ari_ng .
3 3 L

EA:A:

ﬂ



HepeTepMMHMpoOBaHHOE NoBegeHMe escape +

unescape

* NMpeob6pa3oBaHMe pa3HbIX CUMBOJIOB paboTaeT no-
pa3sHoMy

* Oka3biBaeTcs, y)e ecTb issue u pull request ot 2023 roga
Ha 3Ty Temy

* KommutoB, MeHsIlOLLMX KoA, He 6b1s10 ¢ 2018 roaa

ﬂ



BbiBOAbI

* YasBumble API ecTb He TO/IbKO CHAapPYy>XW, HO U BHYTpU

* BHyTpeHHUue PYHKLMUUN TaK)Ke MOTyT 6biTb AOCTYMNHbI
3/10yMbILUIEHHUKY

* Mpo6bnemHble 3aBUCMMOCTU BbiCTpee HAXOAATCS, eCcNu
3HATb MNOBEPXHOCTb aTaKw

ﬂ



Tenerpam-kaHan Natch

* https://t.me/ispras natch

* CCbUIKU Ha AOKYMEHTAaLUUIo N pesin3bl
* Bonpocbl OT Nosib30BaTesien

* Pas36opbl Kencos

* AHOHCbI Be6MHapoB
° YBegomJieHUA 0 HOBbIX penuns3ax

* Co6CcTBEHHbIV CTMKepNnaK C HapBaiamMu :)

ﬂ


https://t.me/ispras_natch
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