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Nouemy API-6e30NACHOCTb — 3TO BAXXHO?

APl — HoBbIN dpoHT aTak. CerogHa no4uTum Kaxkgoe npunoxeHume ncnonbsyet API:
MObBUNbHble KNneHTbl, SPA, MUKpocepBUCHbI, UHTErpaLuu.

APl — pBepwu B nornky npunoxeHuma. Hacto yepes HUX gOCTYNHA BU3HEC-10rmka, KOToOpylto
MO>XHO JTOMQTb, HE B3/TOMbIBAA «0B60TOYKY»,




OWASP APl Top 10




Y10 Takoe OWASP?

OWASP (Open Worldwide Application Security Project) — aTo oTkpbiTOoe coobuiecTBo,
KOTopoe co3naeT cBob6OOHO AOCTYMHbIE MATEPUAbl MO 6€30NACHOCTU NPUTOXKXEHUN.

[l1a KTO TaKou 3TOT
Baw  (#)OWAsP




API1:2023 — Broken Object Level
Authorization

ATaka Bo3HukaeT, korga APl He npoBepseT, uMeeT N1 NOMb30BATENb
NPABO HO AOCTYM K onpeaenéHHoOMy obbekTy.




API1:2023 — Broken Object Level
Authorization

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

e[TpoBepKa, peaM30BAHA N1 ABTOPU3ALUSA HO YPOBHE 06beKkTa.

e TpeboBATb MCMNOMb30OBAHMNE MOEHTUPUKATOPOB N3 TOKEHA, a He n3 URL.

e AHOTM3NPOBATbL MAPLLUPYTbI HO BO3MOXHOCTb NpeackaayemMoro goctyna (/user/42).

oYb6eanTtbcsa B Hanmn4dmm unit/integration TectoB Ha aBTopU3AUMIO.



API2:2023 — Broken Authentication

HenpaBunbHas peann3auma ayTeEHTUPGUMKALNN, MOIBOMAOLANA 3/10YMbILLUNTEHHUKY
nony4dmnTb gocTtyn K APl 6e3 BannagHbiX y4eTHbIX OAHHbIX MU BblAATb ceba 3a gpyroro

NnoNb30BATE/IA.

MI;I'II!NTIBATIIIH Ml-l*‘!ll!
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API2:2023 — Broken Authentication

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

e[lpoBEPUTbL, KOKNE MEXAHU3MbI ayTeHTUdUKaumm ncnonbaytotca (OAuth2, OpenliD).
eYb6eanTbCcs, 4TO TOKEHbI MOANMMUCAHbI, OFPAHUYEHbI MO BPEMEHU N OT3bIBAEMBI.
eOUEHNTb YCTONYUBOCTb K 6pyTdopcy n enumeration.

e[1IpoBepnTb NOBEAEHUNE NPU YTPATE/NCTEYEHUM TOKEHA.
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API13:2023 — Broken Object Property
Level Authorization

[Monb3oBaTenb NONy4YaeT 4OCTYMN K CBOMCTBAM OObEKTA, KOTOPbIE HE A0/IKEH
BMOETb NN PEOAKTUPOBATb, MOTOMY 4YTO OTCYTCTBYET FPAHYNSAPHAA NpoBepKaA
NPAB HA YPOBHE Nonen obbekTa.
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API13:2023 — Broken Object Property
Level Authorization

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

¢OUEHNTb, KOK KOHTPONNPYETCH AOCTYN K OTAEbHbIM NOMISM 06bEKTOB.
e[lpoBepPUTb, PUNBTPYIOTCA NN YYBCTBUTE/IbHbIE NONA 40 CEPUANTNIALMNN.
oYbeonTtbcsa B ucnonb3oBaHum white-list nogxona npn obHOBNEHUM OAHHDbIX.

e[1poaHANN3NPOBATL BU3HEC-NOIMKY HA NpegMeT Npeobpa3oBAHUSA ponen/npnBunerunn.
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APl4:2023 — Unrestricted Resource
Consumption

APl He orpaHn4YnBaEeT KOMMYECTBO UM OOBEM 3ANPALLMBAEMbIX PECYPCOB — 3TO
NO3BOIAET 3/TOYMbILLIEHHNKY NEPErpy>XaTb CEPBEP, UCTOLLATb PECYPCbl UM NONYYATb
N36bITOYHbIE OAHHbIE, YTO NnpuBognT K DOS nnu gerpagaumm nponsBoanTeibHOCTMW.

UNRESTRICTED RESOURCE
CONSUMPTION

SERVER
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APl4:2023 — Unrestricted Resource
Consumption

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

e[lpoBEPUTbL, 30AAHBI NI IMMUTbI N0 pecypcam (Bpemsa, namaTb, paamMep 3anpoca).
eECTb NV orpaHnyeHmnsa no narnHauum, rnybmHe pekypcumm u 1. n.

eYbenutbcs, 4to APl He noaBonaeT MmaccoBble onepaunn 6e3 KOHTpOA.

eOueHnTb MexaHnamsbl rate limiting n sawmntel ot DoS.
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API15:2023 — Broken Function
Level Authorization

APl He npoBepseT NpaBa 4OCTYNA HA YPOBHE AENCTBUN, MO3BO/ASA NOMb30OBATESIO
BbIMOMHATb QYHKLUUUN, KOTOPbIE EMY HELOCTYMHbI, HANPUMEP

POST /api/admin/create-user HTTP/1.1
Host: vulnerable-api.com

Authorization: Bearer eyJhbGciOi...

Content-Type: application/json

“username”: "evil user”,
"password”: "P@ssword!”,
“role”: "admin”
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API15:2023 — Broken Function
Level Authorization

@ Best practices gnsa akcnepTa no 6e3onacHoCTHU:

e[1poBepuTb, pasrpaHmnyeHbl N1 endpoint’sl no ponam/ypoBHAM gocTyna.
oYb6eonTbCs, 4TO 3anpeLwéH Bbi3oB "agMNMHCKUX" GyHKUMN 0B6bIYHbIM MOMb30BATENSAM.
e[TpoBecTun role/permission mapping o418 Bcex onepauun.

eOLeHNTb paboTy KOHTPONIEPOB/renTKMNEPOB HO cCepBepe.
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AP16:2023 - Unrestricted Access
to Sensitive Business Flows

APl He orpaHMYMBAET AOCTYM K BAXHbIM 6U3Hec-pyHKUMAM (Hanpumep, NokKynkam,

CKNAKAM, BPOHUPOBAHUAM), 3MOYMBbILLUIEHHUK MOXET 3M0ynoTpebnaTh aTUMmn
npoueccamm

POST /api/checkout/apply-coupon

Authorization: Bearer eyJhbGci...

Content-Type: application/json

“coupon”: "SPRING2025"
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AP16:2023 - Unrestricted Access
to Sensitive Business Flows

@ Best practices gnsa akcnepTa no 6e3onacHoCTHU:
e[1poaHANN3NPOBATb, MOXHO 1M ABTOMATU3NPOBATb BAXHbIE AENCTBUSA .
e[1poBepuTb Hann4mne CAPTCHA, aHTUBOT-3aLWmnThI.

e[lpoBepUTb, OFPAHUNYEHO NN YNCNO ONepaALnn B €AUHULYY BPEMEHMW.

eY6eaunTbCcsH, 4TO HEeT 06X0Aa KITUEHTCKOM fiornkun (bnsHec-npoBepkn ToNbKo Ha GpPoHTE).
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API17:2023 — Server Side Request Forgery

APl nossonseT nonb3osaTento 3agaeatb URL-agpeca nnm nHble BHelwHMe pecypchl
6e3 fo/MKHOW PUNbTPALNN, 3N10YMbILLNIEHHNK MOXET 3aCTABUTb CepBeEp OTNPAB/ATb

3AanpocCbl OT CBOEro MNMeHu

Internet

GET Http://website.com/id?
@ content=http://10.0.0.1/administrator

m Response: Admin panel

Attacker

Intranet

_ Request
oo | X

website.com
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API17:2023 — Server Side Request Forgery

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

e[lpoBEepPUTb, OTNPABAAIOTCSA /I CEPBEPOM MCXOogALLME 3AMPOCHI MO BXOAHbIM OOHHbIM.
oYbeonTtbcsa B HanNun4mm sanngatopos URL (nomen, IP, nopT, npOTOKon).

eOuUEHNTb N30NALNI0O KOHTENHEPOB, CETEBbLIX 30H.

e[1poBEPUNTb, MOXHO NN 06X0ANTb 3ALWLUNTY Yepes peanpekTbl/ DNS-pekypcuto.
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API8:2023 — Secvurity Misconfiguration

APl HacTpoeHbl HE6E30MACHO. DTO MOXET bObITb HEHACTPOEHHAA ABTOPMU3ALMS,
BKJTIOYEHHbIN Aebar, OTKPbITbl€ 9HAMOUHTbI, C/IMLLKOM NMOoAPOOHbIe OWnbKN 1 T.4.

| >
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API8:2023 — Security Misconfiguration

¢ Best practices ans akcnepTta no 6e30NAcHOCTY:

oY6eanTbCs, YTO OTKJIIOHYEHbl OTNAAOYHbIE MHTEepdENChl HO Npoae.

e[1lpoBepuTb HacTponkn CORS, CSP, saronoskn 6e30nacHoOCTMW.

e[TpoBEPUTb HONNYME OTKPbITbIX MOPTOB/3HAMNOUHTOB, HE NCMNOJ/Ib3YEMbIX B NPOLAE.

eOLEeHUTb, KaKMe KoHPUrmn/cekpeTbl NONAAAOT B AEMNION.
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API9:2023 — Improper Inventory
Management

Korpa opraHnsauyms He BegeT y4eT Bcex cBounx APl nnun He oTtcnexuneaeT
NX BEPCUOHNPOBAHUE, 3TO NPUBOAUT K MCMNONb30OBAHUIO YCTAPEBLLUUX,
Henogaep>XuBaeMbiX MNu BHYTpeHHUX API B npogakwieHe.
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API9:2023 — Improper Inventory
Management

@ Best practices gnsa akcnepTa no 6e3onacHoCTHU:
e[TpoBepunTb HaNM4YMe ycTapesLwnx/oybnmnpyowmx API| B npoae.
eYbenntbca B OTCNEXMNBAHUU Bepcumn n yganeHum legacy endpoint’os.

e TpeboBATb LEHTPANNIOBAHHYIO gokyMmeHTauuto API-nntepdencos.

eYbenuntbcs, 4To HeT "cepbix" API, ncnonbayembix 63 OKYMEHTUPOBAHMUA.
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API10:2023 — Unsafe Consumption of APlIs

Mpuno>xxeHne poBepsaeT CTOPOHHUM UMN BHYTPEHHUM
API| 6e3 gon>xHon NnpoBepKMU.

// Nonyyaem ueHy u3 BHewHero API u UCNoOsib3yeM e€ HamnpAamyw
const userPrice = await axios.get("https://thirdparty.com/api/price?id=123");
processPayment (userPrice.data);
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API10:2023 — Unsafe Consumption of APIs

¢ Best practices gna skcnepTta no 6esonacHocTu:

e[IpoBepuTb, KOK 06pPABATLIBAIOTCA BXOAHbIE AAHHbIE OT CTOPOHHUX API.
eY6eaAnTbCA B HOTMYNN BANNAALUN, COHNTALUN, PUNbTPALUMN.
e[1poBepuTb fallback/obpaboTky ownbok BHewHero API.

eOuUEHUNTb PUCK MHDBEKLUIN, XSS, nogMeHbl 4AHHbIX Yepe3 NAPTHEPCKME CUCTEMBDI.
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HeMHOXKO noabITOXUM

® HepoctaTtouHas AYTEHTUPUKALMSA U ABTOPUIALUA

& OTcyTcTBME OUNBTPOB HA YPOBHE O6BHEKTOB U PYHKL M
0 [leperpy3ka pecypcoB U HEMPABUIbHASA KOHOUTYypaALUS
% HeyyT&HHbIE 9HANOUHTLI U BU3HEC-NOrnKa

& Her NpPoBEepPKN OAHHbBIX OT CTOPOHHUX APl n knneHToB
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Best Practices




Npumep 3anpoca v oTBeTdA

POST /login
Host: shop.example.com
Content-Type: application/json

{

"username": "admin"
b}
"password": "admin"

}

HTTP/1.1200 OK
Content-Type: application/json
Set-Cookie: session=abc123; HttpOnly

{
"message": "Welcome back, admin!",
"debug": {
"auth_step": "password_ok",
"user_id": 1
}
}
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Npumep 3anpoca v oTBeTdA

POST /login HTTP/1.1 200 OK
Host: shop.example.com Content-Type: application/json
Content-Type: application/json Set-Cookie: session=abc123; HttpOnly
{ {

"username": "admin", "message": "Welcome back, admin!",

"password": "admin" "debug": {
} "auth_step": "password_ok",

"user_id": 1
}
}

API2:2023 — Broken Authentication
API4:2023 — Unrestricted Resource Consumption
AP16:2023 — Unrestricted Access to Sensitive Business Flows

API8:2023 — Secvurity Misconfiguration
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NMpumep 3anpoca n oreBeta ¥

POST /api/vl/auth/login
Host: shop.example.com
Content-Type: application/json

{

"email": "user@example.com",
"password": "COrrectHors3BatterySt4ple"

}

HTTP/1.1200 OK

Content-Type: application/json

{

}

"token": "eydhbGciOidlUzITNilsInR5cCl61kpXVCUJ9...",

"expiresln": 3600
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Npumep 3anpoca v oreeTa 2

POST /add-to-cart HTTP/1.1

Host: shop.example.com

Content-Type: application/x-www-form-
urlencoded

Cookie: session=abc123

cartld=999&productld=666&quantity=100
O&description="<h1>Best Product!</h1>

HTTP/1.1200 OK
Content-Type: application/json

{"cart": {
"id": 999,
"items": [{
"productld": 666,
"description": "<h1>Best
Product!</h1>"
"quantity": 1000}]},
}
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Npumep 3anpoca v oreeTa 2

POST /add-to-cart HTTP/1.1 HTTP/1.1200 OK
Host: shop.example.com Content-Type: application/json
Content-Type: application/x-www-form-
urlencoded {"cart": {
Cookie: session=abc123 "id": 999,

"items": [{
cartld=999&productld=666&quantity=100 "productld": 666,
O&description="<h1>Best Product!</h1> "description": "<h1>Best

Product!</h1>"

"quantity": 1000}]},
}

API1:2023 — Broken Object Level Authorization
API4:2023 — Unrestricted Resource Consumption
API16:2023 — Unrestricted Access to Sensitive Business Flows
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NMpumep 3anpoca n orBeta 2 ¥

POST /api/vl/cart/items HTTP/1.1 HTTP/1.1 200 OK
Host: shop.example.com Content-Type: application/json
Authorization: Bearer
eydhbGciOidlUzITNilsInR... {
"message": "l[tem added to cart",
Content-Type: application/json "items": [
{
{ "productld": "abc123",
"productld": "987654321", "quantity": 2
"quantity": 2 }
} ]
3

32



Npumep 3anpoca u oreetTa 3

POST /apply-coupon HTTP/1.1
Host: shop.example.com
Content-Type: application/json
Authorization: Bearer fake-token

{

"userld": 7,
"coupon": *TEST-CODE"

}

HTTP/1.1200 OK
Content-Type: application/json

{"status": "Coupon applied successfully",
"discount": 100,
"user": {
"id": 7,
"role": "admin"
I}
}
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Npumep 3anpoca u oreetTa 3

POST /apply-coupon HTTP/1.1 HTTP/1.1200 OK
Host: shop.example.com Content-Type: application/json
Content-Type: application/json
Authorization: Bearer fake-token {"status": "Coupon applied successfully",
"discount": 100,

{ "M": {

"userld": 7, "id": 7,

"coupon": *TEST-CODE" "role": "admin"
} I}

}

API1:2023 — Broken Object Level Authorization

API4:2023 — Unrestricted Resource Consumption

API16:2023 — Unrestricted Access to Sensitive Business Flows
API8:2023 — Security Misconfiguration
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NMpumep 3anpoca n oreseta 3 ¥

POST /api/vl/cart/discounts HTTP/1.1 HTTP/1.1200 OK
Host: shop.example.com Content-Type: application/json
Authorization: Bearer
eydhbGciOiJlUzI1NilsInR... {
"message": "Coupon applied",
Content-Type: application/json "discount": {
"type": "percentage’,
{ "value": 24
"couponCode": "SPRING24" },

} "newTotal";: 1350

}
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Npumep 3anpoca 4

POST /purchase HTTP/1.1

Host: shop.example.com
Content-Type: application/json
Authorization: Bearer fake-token

{
"cartld": 123,

"price": 9.99,
"oromoCode": “TEST-CODE",
"address": "Moscow Lenin st. 1321"

}

HTTP/1.1200 OK
Content-Type: application/json

{

}

"status": "success",
"total_paid": 9.99,
"cartld": 123,
"items": [
{
"name": "Premium headphones",
"price":149.99

}
],
"payment": {
"transactionld": "txn_123456",
"card_last4": "1111"

}
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Npumep 3anpoca 4

POST /purchase HTTP/1.1

Host: shop.example.com
Content-Type: application/json
Authorization: Bearer fake-token

{
"cartld": 123,
"price": 9.99,
"oromoCode": “TEST-CODE",
"address": "Moscow Lenin st. 1321"

}

API1:2023 — Broken Object Level
Authorization

APIl4:2023 — Unrestricted Resource
Consumption

AP16:2023 — Unrestricted Access to
Sensitive Business Flows

API8:2023 — Secvurity Misconfiguration

HTTP/1.1200 OK
Content-Type: application/json

{

"status": "success",
"total_paid": 9.99,
"cartld": 123,
"items": [
{
"name": "Premium headphones",
"price":149.99

}
],
"payment": {
"transactionld": "txn_123456",
"card_last4": "1111"

}
}
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NMpumep 3anpoca 4 ¥

POST /api/vl/checkout HTTP/1.1

Host: shop.example.com
Authorization: Bearer
eyJhbGciOidlUzITNilsInR...

Content-Type: application/json

{
"paymentMethodld": "pm_1ABC..."

"shippingAddress": {
"line1": "123 Main St",
"city": "Springfield",
"zip": "12345"

}

}

~=

HTTP/1.1 201 Created
Content-Type: application/json

{

}

"message": "Order placed successfully",
"orderld": "ord_8921cd",
"estimatedDelivery": "2025-04-18"
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HeMHOXKO noabITOXUM 2

= [MTpyHUMN HOMMEHbLLNX NpuBunernn, Zero Trust,
NPOBEPKA HA KAXA0M YPOBHE

¢ Wcnonbaym JSON Schema, whitelisting nonewn,
oTbpacbIiBAUN NULLHEE N HEN3BECTHOE

® OrpaHnuMBAIN KONMYECTBO 3AMNPOCOB, CTABb KAMYY,
yuanTbiBam |IP/TokeHbl

Y He packpbiBai BHYTPEHHOCTU NPUAOXKEHNSA — TONbKO
6e3onacHble n obwme coobeHmUsa
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| >

38



O6paTHASA CBA3b

S

E I ||I'.|

BE



