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Uto 3a IDOR-bI 1 roe
OHU ODOuTalKT?
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} => { orderld: , orderData: private}
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} => { orderld: , orderData: private}

GET /getOrder/ => { orderld: , orderData: private}
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} => { orderld: , orderData: private}
GET /getOrder/ => { orderld: , orderData: private}
DELETE /delOrder/ => { orderld: , result: deleted}
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} => { orderld: , orderData: private}
GET /getOrder/ => { orderld: , orderData: private}
DELETE /delOrder/ => { orderld: , result: deleted}

x)
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Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO

npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} =>

GET /getOrder/ =>
DELETE /delOrder/ =>
GET /getOrder/ =>
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{ orderld:
{ orderld:
{ orderld:

{ orderld:

, orderData: private}
, orderData: private}

, result: deleted}

, orderData: private}

15



Yto 3a IDOR-bI?

TLDR: KT0-TO 3abbI1 NpoBEPUTL NPUHAANEXHOCTb OO6bEKTA TEKYLLEMY aBTOPN3OBAHHOMY MOSIb30BATENO
npun obpatleHun K aTomy 0b6bekTy no ID.

B

PUT /createOrder -d { orderData: private} => { orderld: , orderData: private}
GET /getOrder/ => { orderld: , orderData: private}
DELETE /delOrder/ => { orderld: , result: deleted}
GET /getOrder/ => { orderld: , orderData: private}
DELETE /delOrder/ => { orderld: , result: deleted}
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Ho y meHa xe Be3sge UUID!

ozoNiech

17



Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.
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Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.

Version Random

Variant
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Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.

Random Random Version Random

Variant

Ho, MOXHO 9Tu id cny4YanHo He yb6epeub:
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Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.

Random Random Version Random

Variant

Ho, MOXHO 9Tu id cny4YanHo He yb6epeub: 1. BusHec cueHapum (cnoxHoin id B o6meH Ha MHH nnu TenecoH)
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Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.

Random Random Version Random

Variant

]

Ho, MOXHO 9Tu id cny4YanHo He yb6epeub: 1. busHec cueHapumn (crnoxHbin id B o6meH Ha MHH mnnu TenedoH)

2. BHyTpeHHMe norn cepBMcoB U aaMUHKKN oTaarowme id o6beKkToB
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Ho y meHa xe Be3sge UUID!

HenctButenbHo nogodbpatb ec4c2806-64c6-438b-953b-d0b63dd26225 BbIrmMagnT CAOXHO.

Random Random Version Random

Variant Random

Ho, MOXHO 9Tu id cny4YanHo He yb6epeub: 1. busHec cueHapumn (crnoxHbin id B o6meH Ha MHH mnnu TenedoH)
2. BHyTpeHHMe noru cepBmncoB 1 agMUHKM oTaarowme id o6bekToB

3 - Be 6 a px M B i S & & https://web.archive.org)c rchjcdx?url=https:/flk. puzon.ruf*&output=text&fl=ariginal&collapse=urikey

<« PUZOM. ru/
uzon. ruf.well-known/ai-plugin. jsen
uzon. ru/.well-known/apple-app-site-association
ssetlinks. json

id=configuration
1=k rity.txt

ozoN{ech zon.ru/ el known/t




Ho y meHa xe Be3sge UUID!

&

TornbKo npoBepka aBTopu3aLnmn Nofb3oBaTens Ha OOCTyn K

00ObeKkTy — eQUHCTBEHHAs HagexHas 3awuTa ot IDOR!
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OK, Kak HanTn?
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OK, Kak HanTn?

B kope:
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OK, Kak HanTn?

B kope:

- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE

- Hantun Bce cnocobbl B Koae BblHYTb ID r03epa, KOMMnaHn1M N3 aBTopmn3aunin
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcniomuHarT npo User 1 Company ID
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcniomuHarT npo User 1 Company ID

B avHamuKe elle npolLie:
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcniomuHarT npo User 1 Company ID

B avHamuKe elle npolLie:

- Co3paTb ABYyX nonb3oBaTenem
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcniomuHarT npo User 1 Company ID

B avHamuKe elle npolLie:
- Co3paTb ABYyX nonb3oBaTenem

- [loTporatb 4Yepes burp BCce pyykn nog O4HUM HO3EPOM
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcniomuHarT npo User 1 Company ID

B aAnHamunke elle npotle:
- Co3gatb ABYX nosb3oBaTenen
- [loTporatb 4Yepes burp BCce pyykn nog O4HUM HO3EPOM

- MonTn B repeater 1 noTporaTb MHTEPECHLIE PYYKWN NOA BTOPLIM H03EPOM
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OK, Kak HanTn?

B kope:
- HanTu Bce py4dkn ¢ ngeHtndpmkatopamm 06 LeKTOB B MHNYTE
- Hantn Bce cnocobbl B koge BbIHYTb ID t03epa, komnaHum n3 aBTopusaumm

- BeibpaTtb py4dku c ID Ha Bxoae, rae He BcrnomuHaroT npo User u Company ID

B aAnHamunke elle npotle:
- Co3gatb ABYX nosb3oBaTenen
- [loTporatb 4Yepes burp BCce pyykn nog O4HUM HO3EPOM

- MonTn B repeater 1 noTporaTb MHTEPECHLIE PYYKWN NOA BTOPLIM H03EPOM
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Mwem B Koge ¢ semgrep
npasmnamMmu B join mode
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Graphql server

Auth

." GQL —tm GrathL GRPC
Apollo Server
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Graphql server

GQL

Auth

GO

GraphQL
Apollo Server

type CertificatesMutations {
""" 3anpoc CNpaBKM O QOCTYNHOM ocTaTke """
generateAvailableBalance(input: CertificateGenerateAvailableBalanceInput!): CertificateGenerateAvailableB
""" 3anpoc CNPaBKM O HanWyWwK c4érta """
generateBankAccount(input: CertificateGenerateBankAccountInput!): CertificateBenerateBankAccountPayload!
""" 3anpoc CNpaBKW O pPeHBM3WTax cyérta """
generateAccountDetails (input: CertificateGenerateAccountDetailsInput!): CertificateGenerateAccountDetails

"N 3anpoc CNPaBKM O HanNWYMKW KapTe """

ozoNi{ech
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Graphql server

Auth

GaL | _ GraphQL
-GO Apollo Server

type CertificatesMutations {
""" 3anpoc CNpaBKM O QOCTYNHOM ocTaTke """
generateAvailableBalance(input: CertificateGenerateAvailableBalanceInput!): CertificateGenerateAvailableB

""" 3anpoc CNPaBKM O HanWyWwK c4érta """
generateBankAccount(input: PertificateﬁenerateBankAccnuntInpuﬂ!): CertificateGenerateBankAccountPayload!

""" 3anpoc CNpaBKW O pPeHBM3WTax cyérta """
ﬁ::e;ateacc°""t03talls(lnp”t: certlf:fatesener nnn ByoAHLIE AAHHHE ANA 3aNPOCA FEHepauMi CNPaBKW © HaNWYMM cuyéTa """
dnpoc CMNpaEkd O HanWYWHA KapTel a o
_p _p e ; - input CertificateGenerateBankAccountInput {

""" Knwd MOEeMNOTEHTHOCTM """
idempotencyKey: String!
"ne Homep cdéTa """
accountNumber: String
""" ToweH Homepa cdéTa """
accountNumberToken: String
"N d3nK cnpaeka "t
language: Certificatelanguage!
""" Email, Ha KOTOpLH OTNPABWTL cnpasky """
email: String

ozoNi{ech
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Graphql server

Auth

GOl | .o GraphaL CRPC

Apollo Server

type CertificatesMutations {
""" 3anpoc CNpaBKM O QOCTYNHOM ocTaTke """
generateAvailableBalance(input: CertificateGenerateAvailableBalanceInput!): CertificateGenerateAvailableB
""" 3anpoc CNPaBKM O HanWyWwK c4érta """
generateBankAccount(input: FertificateﬁenerateBankAccnuntInpuﬂl): CertificateGenerateBankAccountPayload!
""" 3anpoc CNpaBKW O pPeHBM3WTax cyérta """
generateAccountDetails (input: CertificateGener
"N 3anpoc CNPaBKM O HanNWYMKW KapTe """

""" BXOAHHE [AHHHE ANA 3anpoca FeHepauM¥ CNpaBKW O Hanu4yMW c4éra """
input CertificateGenerateBankAccountInput {

""" Knwd MOEeMNOTEHTHOCTM """
idempotencyKey: String!
nmnm HD"ED CHE‘TB mmm
accountNumber: String
""" ToweH Homepa cdéTa """ // GenerateAccountDetails is the resolver for the generateAccountDetails field.
func (r *certificatesMutationsResolver) GenerateAccountDetails(ctx context.Context, obj *model.CertificatesMutations, input mudel.FertificatesenerateAccnuntDetailsInpuﬂ)
session := auth.GetSession(ctx)
if session.ClientId == ~° {

return nil, model.ErrorNoBankAuth

accountNumberToken: String

"N d3nK cnpaeka "t

language: Certificatelanguage!

""" Email, Ha KOTOPLIA OTNPABMTL }

email: String
} certificate, err := p.quillMelper.GenerateAccountDetailsCertificate(etx, session.ClientId, &input)
if err 1= nil {

return nil, err

return &model.CertificateGenerateAccountDetailsPayload{
Certificate: certificate,
}, nil

ozoNi{ech



Graphql server

Auth

GOl | .o GraphaL CRPC

Apollo Server

type CertificatesMutations {
""" 3anpoc CNpaBKM O QOCTYNHOM ocTaTke """
generateAvailableBalance(input: CertificateGenerateAvailableBalanceInput!): CertificateGenerateAvailableB
""" 3anpoc CNPaBKM O HanWyWwK c4érta """
generateBankAccount(input: FertificateﬁenerateBankAccnuntInpuﬂl): CertificateGenerateBankAccountPayload!
""" 3anpoc CNpaBKW O pPeHBM3WTax cyérta """
generateAccountDetails (input: CertificateGener
"N 3anpoc CNPaBKM O HanNWYMKW KapTe """

""" BXOAHHE [AHHHE ANA 3anpoca FeHepauM¥ CNpaBKW O Hanu4yMW c4éra """
input CertificateGenerateBankAccountInput {

""" Knwd MOEeMNOTEHTHOCTM """
idempotencyKey: String!
nmnm Hc"ep cqéTa mmm

accountNumber: String
""" ToweH Homepa cdéTa """ // GenerateAccountDetails is the resolver for the generateAccountDetails field.
func (r *certificatesMutationsResolver) GenerateAccountDetails(ctx context.Context, obj *model.CertificatesMutations, input mudel.FertificatesenerateAccnuntDetailsInpuﬂ)

session := auth.GetSession(ctx)

accountNumberToken: String
nmn ﬂau“ CI'IpﬁBI(H numn

language: Certificatelanguage! i SEESinn'cTientId =1
) - return nil, model.ErrorNoBankAuth /\thf]!!!
""" Email, Ha KOTOPLIA OTNPEBWMTE }
email: String
} certificate, err := p.quillMelper.GenerateAccountDetailsCertificate(etx, session.ClientId, &input)

if err 1= nil {
return nil, err

return &model.CertificateGenerateAccountDetailsPayload{
Certificate: certificate,
}, nil

ozoNi{ech



3apskaemMm semgrep

HayHem c pe3oneepoB 6e3 aBTopusaLmu:

structure New advanced

ithout-avth

func SOME Context,
modeL.$INPUT,

Context,

: $INPUTNAME
| input)

‘Bgex:

ozoNiech

$INPUTNAME

SINPUTNAME

test code live code NEW metadata docs @®Pro Turbo

// GenerateBank ylver for the generateBankAccount field.
func (r %certificatesMutationsResolver) GenerateBankAccount( context.Context,
obj *model.CertificatesMutations, input model.CertificateGenerateBankAccountInput)
(*model.CertificateGenerateBankAccountPayload, error) {
session := auth.GetSession(ctx)
if session.ClientId == =~ {
return nil, model.ErrorNoBankAuth

certificate, err := r.guillHelper.GenerateBankAccountCertificate(ctx, session.
ClientId, &input)
if err 1= nil {

return nil, err

return &model.CertificateGenerateBankAccountPayloadd{
Certificate: certificate,
}, nil




3apskaemMm semgrep

HauHem ¢ pe3oneepoB 6e3 aBTopu3aLnK:

structure New advanced

ithout-avth

r: INFO
: $FUNCNAME

Context,

Context,

ex:
$INPUTNAME
| input)

ozoNiech

SINPUTNAME

SINPUTNAME

test code live code NEW metadata docs ®Pro Turbo

r for the ge eBankA unt field.
func (r *certificatesMutationsResolver) GenerateBankAccount(ctx context.Context,
obj *model.CertificatesMutations, input model.CertificateGenerateBankAccountInput)
(*model.CertificateGenerateBankAccountPayload, error) {

certificate, err := r.quillHelper.GenerateBankAccountCertificate(ctx, session.
ClientId, &input)
if err I= nil {

return nil, err

return &model.CertificateGenerateBankAccountPayload{
Certificate: certificate,
¥, nil



3apskaemMm semgrep

Hanble Hangem gqgl uHNyTol 1 uneTpbl € ID 06bEKTOB Ha BXoAe:

structure New advanced test code live code NEW metadata docs @ Pro Turbo

""" BxoOHble OaHHHE ANA 3anpoca FeHepauwn CNpaexW O Hanu{uM Kapte """
input CertificateGenerateCardAvailabilityInput {
" Knpy MOeMnoTeHTHocTk MMM
idempotencyKey: String!
"t HpeHTudukaTop cnpaeka """
GQLFIELDVALUE -> $IDORDIRECTIVE 7 cardID: String!
" f3uk cnpaekwm "M
: G languvage: Certificatelanguage!
side: |- 16 """ Email, Ha koTopwid oTnNpaBuTh cnpaexky """
OLTYPENAME { 1] email: String

- patterns: 15 """ BxofHble AaHHLE ANA 3anpoca TeHepauun CrpaEKW 0 NPOBEJSHMW KapTouyHOoA onepauun ""*
- pattern-either: 16 input CertificateGenerateOperationConductingInput {
- pat 17 "t Knwd MOeMNOTEHTHoCTM """
idempotencyKey: String!
" MpeHTMdWKATOP onepaumwn """
operationID: String!
""" A3MK cnpaekm "Mt
langvage: Certificatelanguage!
""" Email, Ha KOTOPHA OTNPaBMTe cnpaeky """
email: String

Matches

g ? T
FIELDINPUTZ>. %) *( 2P CAAVAVREDD input: CertificateGenerateCardAvailabilitylnput - idempotencyKey - String! < $IDORDIRECTIVE
-n 1side: (
tL
input: CertificateGenerateCardAvailabilitylnput -+ cardID - String! - $IDORDIRECTIVE
TL
input: CertificateGenerateOperationConductinginput - idempotencyKey -+ String! < $IDORDIRECTIVE
: 3 tL
OZON iech input: CertificateGenerateOperationConductinginput - operationlD = String! < $IDORDIRECTIVE

L
input: CertificateGenerateDepositTariffinput -+ idempotencyKey - String! + $IDORDIRECTIVE




3apskaemMm semgrep

N HakoHeL, nepecekaem Ba oTAesibHbIX NMpaBujia B HOBOM.

B gqlid_input_resolver_noauth.yaml [} 6148 Blame m Lock | Replace | Delete || [y B | &

rules:
- id: har t-not-recursive-search
mode: join
join:
refs:
yaml

auth.yaml

IDOR in ! C check 3 k: does not an authorization code and make the RI
severity:

ozoNiech



3apsikaemMm semgrep

N HakoHeu nepecekaem Ba oTAaesibHbIX rnpaBujia B HOBOM:

& gqlid_input_resolver_noauth.yaml | Blame m Lock | Replace | Delete

rules:
- id: ham
mode: join

ID Severity Status Original Duplicate Cluster Date discovered Age Reporter

400914 Inactive, Duplicate ¥ March 11, 2025 96 days (SAST_scheduler_service)

Location

mutation.resolvel

Result message: IDOR in 'resolver-without-auth.$FUNCNAME'. Please check that this function does not have an authorization code and make the RISK.

Snippet:

func (r *pinCodeMutationsResolver) IncomeAndCodeWordStepReqguest(ctx cont Context, obj *model.PinCodeMutations, input model.IncomeAndCodeWordStepInput)
step, err r.recovery rice.IncomeAndCodeWordStep(ctx, input)

OZON teCh if err 1= nil {

return nil, err



A ecnun y Hac He graphql?

Ta e ncrtopua c Tem, YTod HaNMTKU N0 MMEHM aaTtaknacchl B python n
java, CTPYKTypbl B gO 1 nepeceydb UX C MHNyTaMu B pyyKax
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QA e2e TecThbl

°' REST ) nede Frontul GQL CpeaHecTatuctTnyeckme e2e TecThl:
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QA e2e TecThbl

u REST ) nede Frontul GQL CpeaHecTatuctTnyeckme e2e TecThl:
®  + Client API

Client

1. Co3gatb Nofnb3oBaTens ¢ HYXXHbIMW CBOMNCTBaMMU

OO Gitlab
e2e test jobs

T
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Q
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7
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QA e2e TecThbl

u REST nsde Front Ul GaL CpeaHecTatuctTnyeckme e2e TecThl:
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u REST nsde Front Ul GaL CpeaHecTatuctTnyeckme e2e TecThl:
®  + Client API

Client

1. Co3gatb Nofnb3oBaTens ¢ HYXXHbIMW CBOMNCTBaMMU
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QA e2e TecThbl

Moxem nm Mmbl Ha Gase apTedakToB cobpaThb cueHapuu ¢ nposepkon IDOR?

— 1.9s0n
— 2. Step 2

== RSO
2.json
— 3.json
— 4.json
— 5.json

— 1.]s00n
— 2.7s0n

ozoNiech

— Lo Step L

H

H O3 W W #:f

Bl Sl B ame

request

request
request
request
request
request

-+

+ + + + +

response

response
response
response
response
response

1. Co3aaTtb Takux e nonb3oBarenemn x2

2. Cobpatb No3uTUBHbLIK nuclei wabnoH

* MonMaTb BCe 3Ha4YMMble NapameTpbl U MPOHECTUN UX
N3 OTBETOB NEPBbIX 3aMPOCOB B MHMYThI
nocrneayrLmnx

3. Cobpartb wabnoH ¢ IDOR yekamu



QA e2e TecThbl + nuclei

[MpobexaBLwmnch Mo json-amM Mbl MOXEM UCMeYb CLleHapuin, B KOTOPOM MEHSAIOLIMNCA U3 NPOroHa B NPOroH napameTp, HO
NOBTOPAKOLLNNCS B NOCreayoWwmx 3anpocax Toro e nporoHa 0yaet n3snevyeH nuclei akcpakTopomM v NOACTaBIEH B
criegyrouime 3anpochbl:

{ {
"order":[ "order":[

21d" 2882771, "id":"322184",
"price": "1200", "price": "1200",
"status": "true", "status": "true",
"mark": 1, "mark": 1,
"throttled": "false", "throttled": "false",
"{tems": 12, "items": 12,
"owner": "Andrei" "owner": "Andreti"
] ]

} }

ozoNiech



QA e2e TecThbl + nuclei

[MpobexaBLwmnch Mo json-amM Mbl MOXEM UCMeYb CLleHapuin, B KOTOPOM MEHSAIOLIMNCA U3 NPOroHa B NPOroH napameTp, HO
NOBTOPAKOLLNNCS B NOCreayoWwmx 3anpocax Toro e nporoHa 0yaet n3snevyeH nuclei akcpakTopomM v NOACTaBIEH B
criegyroLime 3anpocsl:

{ {

"order":[ "order":[
Il.‘LdII:Il882771"’ llidll:ll322184ll’
"price": "1200", "price": "1200",
"status": "true", “status®™: “Erue®,
"mark": |
"throttl( MR B
2 : - method: GET
items": path:

"owner": - "http://primer.com/createOrder"
] extractors:
- type: json
} internal: true
part: body
name: orderID
json:

- ".order[0®]" # {"order":["id":"993212"]

- method: GET
path:
- "http://primer.com/getOrder?orderID={{orderID}}"

- method: GET
ozoNiech path:

- "http://primer.com/cancelOrder?orderID={{orderID}}"



QA e2e TecThbl + nuclei

Tak ke MOXHO MPOKMHYTb BO BCE 3anpoChl aBTOPMU3aLINIO:

ozoNiech

http:
- method: POST
path:
- "http://craftuser.com/craftUser"
extractors:
- type: json

internal: true
part: body
name: token
json:
- ".user.token"
body:
'{"name":"Pod Pishis", "email":"@

- method: GET
path:
- "http://primer.com/createOrder"
headers:
Content-Type: "application/json"
Cookie: token={{token}}
extractors:
- type: json
internal: true
part: body
name: orderID
json:
- ".order[0]"

- method: GET
headers:
Content-Type: "application/json"
Cookie: token={{token}}
path:

- "http://primer.com/getOrder?orderID={{orderID}}"




QA e2e TecThbl + nuclei

Tak ke MOXHO MPOKMHYTb BO BCE 3anpoChl aBTOPMU3aLINIO:

ozoNiech

http:
- method: POST
path:
- "http://craftuser.com/craftUser"
extractors:
- type: json

internal: true
part: body
name: token
json:
- ".user.token"
body:
'{"name":"Pod Pishis", "email":"@

- method: GET
path:
- "http://primer.com/createOrder"
headers:
Content-Type: "application/json"
Cookie: token={{token}}
extractors:
- type: json
internal: true
part: body
name: orderID
json:
- ".order[0]"

- method: GET
headers:
Content-Type: "application/json"
Cookie: token={{token}}
path:

- "http://primer.com/getOrder?orderID={{orderID}}"




QA e2e TecThbl + nuclei

N B utore NoNy4vynTCA YTO-TO TaKOe:

ozoNi{ech

http:
- method: POST
path:
- "http://craftuser.com/craftUser"
extractors:
- type: json
internal: true
part: body
name: token
json:
- ".token"

body:
"{"name":"Pod Pishis", "emaill":"@hoockerman"}'

- method: GET
path:
- "http://primer.com/createOrder"
headers:
Content-Type: "application/json"
Cookie: tokenk{{token}}

extractors:

- type: json
internal: true
part: body
name: orderID
json:

- ".order.orderID"

- method: GET
headers:
Content-Type: " lication/json"
Cookie: token4{{token}}
EI

- "http://primer.com/getOrder?orderID
extractors:

- type: json
internal: true
part: body
name: amount
json:

- ".order.amount"

- method: POST
headers:
Content-Type: "application/json"
Cookie: tokens{{token}}
path:
- "http://primer.com/cancelOrder"
body:
{

"orderID":"{{orderID}}",
"codeWord": "subscribeTwitch"

"amountToRefund" : [{{refund}}",

"comment": "please subscribe tg"

} 1

{{orderID}}




QA e2e TecThbl + nuclei

Octaetcqa nobaBuThb B HYXHbIX MeCTaxX labnoHa BTOPOIO nosib3oBarend nepen nepBbiM 1 (*)3I7IJ'II/ITb TEeCT, eClin AJ1d HEero
npowen BanuaHbIN OTBET B COOTBETCTBYKOLLEM LUaAre.

ozoNi{ech



be3onacHo no default-y
c auth-gupektTnesamu
B graphd|

03




Root cause aHanus

Moyemy pa3paboTunk 3abbiBaeT AenaTtb aBTopM3aLUnio B pesornsepax?

// GeneratedccountDetails is the resolver for the generatedccountDetails field.
func (r *certificatesMutationsResolver) GenerateAccountDetails{ctx context.Context, obj #*model.CertificatesMutations, input model.CertificateBGenerateAccountDetailsInput)
session := auth.GetSession(ctx)

if session.ClientId == " {
return nil, model.ErrorNoBankAuth

certificate, err := r.quillHelper.GenerateAccountDetailsCertificate(ctx, session.ClientId, &input)
if err I= nil {
return nil, err

return &model.CertificateGenerateAccountDetailsPayload{
Certificate: certificate,
}. nil

ozoNiech



Root cause aHanus

Moyemy pa3paboTuunk 3abbiBaeT aenaTte aBTopu3auuio B pesonsepax? Motomy 4To MoxerT!

// GeneratedccountDetails is the resolver for the generatedccountDetails field.
func (r *certificatesMutationsResolver) GenerateAccountDetails{ctx context.Context, obj #*model.CertificatesMutations, input model.CertificateBGenerateAccountDetailsInput)
session := auth.GetSession(ctx)

if session.ClientId == " {
return nil, model.ErrorNoBankAuth

certificate, err := r.quillHelper.GenerateAccountDetailsCertificate(ctx, session.ClientId, &input)
if err I= nil {
return nil, err

return &model.CertificateGenerateAccountDetailsPayload{
Certificate: certificate,
}. nil
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UTto genatb?

Hy>XHO cpo4HO 3anpeTuTb owmnbdarbcal Ho kak?

2. CpenaTb C npaBuiibHOW aBTOpU3aumen - el eBo

3. W coenatb 6e3 aBTOpM3aLnM - MakCUMasribHO JOPOro

ozoNi{ech



[OnpekTtmBbl B graphgl
B gCI| MOXHO OOMNOJTHUTEJIbHO BELLATb pa3findHbie OUPEKTUBblI HAa KBEPU N MYTaUUN.

RateLimit Ha ceccuio nonb3oBarens:

type CertificatesMutations {
""" Janpoc CNpaBKW O OOCTYNHOM ocTaThe """

generatefvailableBalance(input: CertificateGenerateAvailableBalanceInput!): CertificateGenerateAvailableBalancePayload!
@sessionRatelimit(sessionFrom: SESSIOM, limit: 10, duration: &8)

I'IpOBepKa YTO MNOJib30BaTeslb aBTOPM30BaAH U TA.

type RkoAccountMutations{
"UN MepeoTnpaBMTE otp

schema := generated.NewExecutableSchema({generated.Config{
e Resolvers: resolver,

Directives: generated.DirectiveRoot{

resend0tp(input: ResendOtpRkoAccount!): ShortIssuve! @IsAuthenticatedInOzon

SkipRkoCheck: func(c context.Context, obj interface{}, next graphgl.Resolver) (res interface{}, err erro

NMogTeepouTe OTN
confirmOpt(input: Confirm0tpRkoAccount ShortIssue! [@IsAvthenticatedInOzon

return next <)

H
SkipAuthenticate: func( 0 Context, obj interface{}, next graphgl.R ver) (res interfaced{}, err
return next(ctx)

H

IsAuthenticated: auth.Auth,

IsAuthenticatedInDzon: func(ctx % . ver) (res interface{},
ozonID, err := resolver
if err != nil || ozonID ]

return nil, model.ErrorNoOzonAuth

+

return next(ctx)
H
BankOr0zonAuthenticated: resolver.AuthService().BankOrDzonAuthenticated,
BankOrOzonTrusted: esolver.AuthService().BankOrOzonTrusted,
SessionRatelLimit: func(ctx context.Context, obj interface{}, next graphgl.R

OZONieCh if lgqlThrottler.Enabled() {

return next(ctx)

}



[OnpekTtmBbl B graphgl

B TOM yncrie MOXHO BellaTb AUPEKTUBBLI HA OTAErNbHbIE NOSA, YEM Mbl U BOCMNOSb30BaNuChb, peLuvB caenartb nog,
kaxgbi TMN ID o6bekTa co cneundmnyeckon NpoBepKon cBo auth-aMpekTmBy:

IDOR: check rko issuveld

directive (checkWalletIssueIdAccess on INPUT_FIELD_DEFINITION

IDOR: check issve id

directive (@checkIssueldAccess on INPUT_FIELD_DEFINITION

IDOR: check phone belongs to client

directive @checkPhoneBelongsToClientAccess on INPUT_FIELD_DEFINITION

IDOR: check daily invoice id

directive @checkDailyInvoiceIdAccess on INPUT_FIELD_DEFINITION

IDOR: check daily invoice ids

directive @checkDailyInvoiceldsAccess on INPUT_FIELD_DEFINITION

IDOR: check b2bInstallment companyOzonId

directive (@checkB2BInstallmentUpdateScoringCompany0zonIDAccess on INPUT_FIELD_DEFINITION

IDOR: check challenge id

directive (@checkChallengeIdAccess on INPUT_FIELD_DEFINITION

ozoNiech



[OnpekTtmBbl B graphgl

B TOM yncrie MOXHO BellaTb AUPEKTUBBLI HA OTAErNbHbIE NOSA, YEM Mbl U BOCMNOSb30BaNuChb, peLuvB caenartb nog,
kaxgbi TMN ID o6bekTa co cneundmnyeckon NpoBepKon cBo auth-aMpekTmBy:

type CancelDfaRegistrationByClientPayload {
wnm Wi Bynyck M

issue: Schemalssue!
IDOR: check rko issuveld issve: Schemalssue

wnn

directive (checkWalletIssueIdAccess on INPUT_FIELD_DEFINITION

}

input CancelDfaRegistrationByClientInput {
U opeHTuoMKaTop Beinycka"""

e issueld: UUID! @checkIssueldAccess

IDOR: check issue id }

wnn

directive @checkIssveldAccess on INPUT_FIELD_DEFINITION type ContinueDfaRegistrationPayload {
"N Beinyc "
wnm issuve: Schemalssue!
""" Bpems @O cnefywuel nepeoTnpaBKM NWH-Kopa
resendAfter: DateTime

U Nawka 0TP wopa """
directive @checkPhoneBelongsToClientAccess on INPUT_FIELD_DEFINITION otplength: Int

IDOR: check phone belongs to client

wnn

1
¥
wnn

IDOR: check daily invoice id input ContinuveDfaRegistrationInput {
e "N YpeHTudMKaTop Benycka"""
directive @checkDailyInvoiceldAccess on INPUT_FIELD_DEFINITION issuveld: UUID! @checkIssveldAccess

wnm

IDOR: check daily invoice ids

wnm

directive @checkDailyInvoiceldsAccess on INPUT_FIELD_DEFINITION

wnm

IDOR: check b2bInstallment companyOzonId

wnn

directive (@checkB2BInstallmentUpdateScoringCompany0zonIDAccess on INPUT_FIELD_DEFINITION

wnn

IDOR: check challenge id

wnn

directive (@checkChallengeIdAccess on INPUT_FIELD_DEFINITION

ozoNiech



[OnpekTtmBbl B graphgl

B TOM yncrie MOXHO BellaTb AUPEKTUBBLI HA OTAErNbHbIE NOSA, YEM Mbl U BOCMNOSb30BaNuChb, peLuvB caenartb nog,
kaxgbi TMN ID o6bekTa co cneundmnyeckon NpoBepKon cBo auth-aMpekTmBy:

IDOR: check rko issuveld

directive (checkWalletIssueIdAccess on INPUT_FIELD_DEFINITION

IDOR: check issve id

directive (@checkIssueldAccess on INPUT_FIELD_DEFINITION

IDOR: check phone belongs to client

directive @checkPhoneBelongsToClientAccess on INPUT_FIELD_DEFINITION

IDOR: check daily invoice id

directive @checkDailyInvoiceIldAccess on INPUT_FIELD_DEFINITION

IDOR: check daily invoice ids

directive @checkDailyInvoiceldsAccess on INPUT_FIELD_DEFINITION

IDOR: check b2bInstallment companyOzonId

directive (@checkB2BInstallmentUpdateScoringCompany0zonIDAccess on INPUT_FIELD_DEFINITION

IDOR: check challenge id

directive (@checkChallengeIdAccess on INPUT_FIELD_DEFINITION

ozoNiech

type CancelDfaRegistrationByClientPayload {
WEH Bunyoi M

issuve: Schemalssue!

input CancelDfaRegistrationByClientInput {
U opeHTuoMKaTop Beinycka"""
issueld: UUID! @checkIssuveldAccess

type ContinueDfaRegistrationPayload {
U Beinyck """
issue: Schemalssue!
""" Bpems @O cnefywuel nepeoTnpaBKM NWH-Kopa
resendAfter: DateTime
"UY Nnwda 0TP wkoga """
otplLength: Int

}

input ContinuveDfaRegistrationInput {
"N opedTuoMKaTop Buinycka"""
issuveld: UUID! @checkIssueldAccess

ion(ctx)
, ok := value.(string)

if lok {

return fmt.Errorf(" “he ] field type
1
bs

isBelong, err := r.harryHelper.IsIssueBelongToClient(ctx, issuelD, session.ClientId)
if err != nil {
return fmt.Errorf("issuelDCheckerResolver.Check harryHelper.Is jeBelongToClient:
}
if lisBelong {
return model.ErrorRequestiWrongIssue
}

return nil



[OnpekTtmBbl B graphgl

Ho kak He 3abbITb noBelwwaTb @checkAccess Ha none ¢ ID B HoBou py4yke? Bpoge yxe oeweBo, HO BCE eLle He
crnacaer...

ozoNiech



[OnpekTtmBbl B graphgl

Ho kak He 3abbITb noBelwwaTb @checkAccess Ha none ¢ ID B HoBou py4yke? Bpoge yxe oeweBo, HO BCE eLle He
crnacaer...

N mbl no6asunu nuutep B Cl:

$ $CI_PROJECT_DIR/gql_linter --blocking-mode --schemas-dir=$CI_PROJECT_DIR/api/graphql
Ctapt npacuHra GraphQL

INFO: find 25 files in ./api/graphgql directory

Confluence: Mpoeepka Ha IDOR 4epes gupexTues ggl M naweTt idor:
https://fconfluence.o3.ru/pages/viewpage.action?pageld=603755900

Banwpauma GraphQL cxemw 3aBepuieHa

exit code 0

--validate-idor -commit origin/$DIFF_BRANCH -commit-schemas-dir ./api/graphgl | tee ggl_linter_log

ozoNiech



[OnpekTtmBbl B graphgl

Ho kak He 3abbITb noBelwwaTb @checkAccess Ha none ¢ ID B HoBou py4yke? Bpoge yxe oeweBo, HO BCE eLle He
crnacaer...

N mbl no6asunu nuutep B Cl:

$ $CI_PROJECT_DIR/gql_linter --blocking-mode --schemas-dir=$CI_PROJECT_DIR/api/graphql --wvalidate-idor -commit origin/$DIFF_BRANCH -commit-schemas-dir ./fapi/graphgl | tee ggl_linter_log

Ctapt npacuura GraphQL

INFO: find 25 files in ./api/graphgql directory

Confluence: Mpoeepka Ha IDOR 4epes gupexTues ggl M naweTt idor:
https://fconfluence.o3.ru/pages/viewpage.action?pageld=603755900
Banwpauwa GraphQL cxeMw 3aBeplieHa

exit code 0

B Hem napcum Tekyuyto ggl-cxemy mn gql-cxemy B mactep BeTke, N0 HOBbIM MOSISIM MNOXOXUM Ha id (n gpyrue
perneBaHTHble Nonga Tuna phone email inn 1 T4) NpoBEPSEM HanNUume ANPEKTUBLI UITN UCKITIOYEHUS
cornacosaHHoro ¢ UBb.

ozoNiech



[OnpekTtmBbl B graphgl

Ho kak He 3abbITb noBelwwaTb @checkAccess Ha none ¢ ID B HoBou py4yke? Bpoge yxe oeweBo, HO BCE eLle He
crnacaer...

N mbl no6asunu nuutep B Cl:

$ $CI_PROJECT_DIR/gql_linter --blocking-mode --schemas-dir=$CI_PROJECT_DIR/api/graphql --wvalidate-idor -commit origin/$DIFF_BRANCH -commit-schemas-dir ./fapi/graphgl | tee ggl_linter_log

Ctapt npacuura GraphQL

INFO: find 25 files in ./api/graphgql directory

Confluence: Mpoeepka Ha IDOR 4epes gupexTues ggl M naweTt idor:
https://fconfluence.o3.ru/pages/viewpage.action?pageld=603755900
Banwpauwa GraphQL cxeMw 3aBeplieHa

exit code 0

B Hem napcum Tekyuyto ggl-cxemy mn gql-cxemy B mactep BeTke, N0 HOBbIM MOSISIM MNOXOXUM Ha id (n gpyrue
perneBaHTHble Nonga Tuna phone email inn 1 T4) NpoBEPSEM HanNUume ANPEKTUBLI UITN UCKITIOYEHUS
cornacosaHHoro ¢ UBb.

Ecnn Hn4ero Takoro He HaxoauTcs — AXoba nagaeTt u pa3paboTUNK HE MOXKET KaTHYTb HOBbLIW KOL.

ozoNiech



[OnpekTtmBbl B graphgl

Mbl )Xe CMOTPUM NpucTanbHO UCKNIOYEHNS TaM rae noxoxee Ha ID TeM He MeHee NPoBepsTh

ozoNiech

"HU 3anpoc co3padHve noanucka T
input CreateDailySubscriptionInput {
"N HawMeHoBaHKUE MOONWCHKK
title: String!
et 1D npoBawpepa
providerId: String @skipCheckAccess #IDOR 0B-134753

"UNOTHN poKyMeHTa
documentType: SubscriptionDocumentTypeInput!

""" Homep pokyMmexTa """

documentNumber: String!

e 10 wateropum """

categoryId: String! @skipCheckAccess #IDOR 0B-134753

HE HY>HO:



MOHUTOPUHT
akcnnyartauun IDOR

%




NaHgwaaT

G [Mnwem B norn Bce 4YTo NETUT K HAM OT KITMEHTOB:
-GO raphQL -
Apollo Server

GQL
req & resp
data

o
N

Clickhouse

N

ozoNiech



NaHgwaaT

G h [Mnwem B Norn Bce YTO NETUT K HAM OT KJIMEHTOB:
-GO raphQL .
el Ser"e’) - Graphgl kBepu 1 MyTauum
GQL
req & resp

data

o
N

Clickhouse

N
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NaHgwaaT

G h [Mnwem B Norn Bce YTO NETUT K HAM OT KJIMEHTOB:
-GO raphQL .
el Ser"e’) - Graphgl kBepu 1 MyTauum
- [NepenaBaemble Ha BXOA napameTpbi
GQL
req & resp

data

o
N

Clickhouse

N
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NaHgwaaT

& h [Twem B Norm Bce YT0 NETUT K HaM OT KITMEHTOB:
-GO raphQL .
el Ser"e’) - Graphgl kBepu 1 MyTauum
- [llepepnaBaemble Ha BXxog napameTpbl
sl - OTBeT cepBepa (He Bceraa)
req & resp

data

o
N

Clickhouse

N
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NaHgwaaT

& h [Twem B Norm Bce YT0 NETUT K HaM OT KITMEHTOB:
-GO raphQL .
el Ser"e’) - Graphgl kBepu 1 MyTauum
- [llepepnaBaemble Ha BXxog napameTpbl
sl - OTBeT cepBepa (He Bceraa)
req & resp

data
XoTum HanTu B norax nepedop no ID.

o
N

Clickhouse

N

ozoNiech



Clickhouse

[locTaem 13 BXOASALMX NapaMeTpoB BCce Noxoxee Ha ID n nuwem arperar Ha KONMMYECTBO YHUKATbHbIX
3HaA4YeHWI 3a OKHO BPEMEHU (CKOJTbKO YEernoBeK C yNnLbl NOTporan AaHHbIX):

SELECT
user_ozon_id,
action,
count(
distinct arrayloin(
extractAll{
request_gql_wvariables,
‘" [@-9a-fA-F] {8}-[0-9a-fA-F]{4}-[8-9a-TA-F] {4}-[0-9a—-FfA-F] {4}-[8-9a—-FA-F] {12} | [@-9]{2a})"
)
)
} as hits
FROM ob.logs_ng
WHERE
reguest_time == now() = INTERVAL 4 HOUR
and actio
and user_ozon_
and request_gql_variables REGEXP ""([@-9a-TA-F

l{8}-[8-9a-TA-F]{4}-[0-9a-TA-F] {4}-[0-9a-TA-F] {4}-[0-9a-TA-F] {12} | [@-9] {2@8})""

GROUP BY user_pzon_id, action
HAVING hits = 150
ORDER BY hits DESC

N Bewnaem Ha Hero anepTbl

ozoNiech



That's all Falks!

ozoNi{ech

m In/dmarushkin
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