AD n MSA: opy>Xum cuUctemsbl
Onga 3alunTbl KOHTEMHEPOB

BunbmoB AHOpeN



e Paborato ¢ 6azamm gaHHbIX
(8 ocHoBHOM MsSQL) 10 net (13 HUX
2 __
Ha dopunaHce n 8 — B KOMMNaHU
[re).
Ctek: TSQL/PSQL/Python/C++
e [locnegHue 5 net Takke
pa3pabartbiBad MUKPOCEPBUCHYHO
apXUTEKTYPY
N 3aHUMaKCb aHANMUTUKON JaHHbIX.
e YcnewHo nomoran 6usHecy pellaTb
npobnemsbl, cBA3aHHbIE C MeaIeHHON
paboTton 6a3 1 ¢ aHanNnUTUKOWN
GOoNbLUNX JaHHbIX




AD n MSA. Kak Mbl OpyXunm
CUCTEMBI
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[Tlpobnema ¢ KOTOpOW CTONKHYIUCH

e YBenuyeHue coTpyaoHukoB B IT otoene
e HeKOHTpoNuUpyembin OCTYN COTPYAHMKOB B CUCTEMAaM
e becnopsagok B goctynax (3abbiBanu y KOro kakme OoCTynbl eCTb)
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Bce 310 NnpuBOOUNO K yrpo3am

e YTEeYKkn OaHHbIX
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Bce 310 NnpuBOOUNO K yrpo3am

e YTEeYKkn OaHHbIX
e HeKkoHTponupyemoro goctyna
e bonbwunm abipam B 6e3onacHOCTH






[logBunuce naeu

e ABTOMAaTU4YeCKOE pa3BepTbiBaHMe SSH-kroven
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[logBunuce naeu

e ABTOMAaTU4YeCKOE pa3BepTbiBaHMe SSH-kroven
e |IHTerpaumns c Active Directory (AD)
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ABTOMAaTU4YECKOE pa3BepTbiBaHNEe SSH-knouyen

kube-master3:
ansible_hos

1. PassepHynu Ansible n nogkntoymnu
BCe cepBepa

mlflowd.
ansible_host:

ansible-01:
ansible_host:

ansible-02:
ble_host:

monitoring:
ansible_host:

ansible_hos
observium:

(K



ABTOMAaTU4YECKOE pa3BepTbiBaHNEe SSH-knouyen

1. PassepHynu Ansible n nogkntoymnu
BCe cepBepa

2. Peanunsosanu ponu gns
nobasneHus SSH knroyen
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ABTOMAaTU4YECKOE pa3BepTbiBaHNEe SSH-knouyen

1. PasBepHynun Ansible n nogknoumnnm
BCe cepBepa

2. Peanusosanu ponu ans
nobaesneHna SSH knoven

3. Cosganu peno3utopumn B rmte ¢
Cl/CD
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Ho atoro obino mano

e [lpu co3paHum nonb3oBaTens OH aBTOMaTUYECKM He J00aBNANCsA Ha cepBepa
e [lpn yBOnNbHEHMM NpaBa y Nonb3oBaTeNnsd aBTOMaTUYECKM He 3abupannck
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N TyT Ha nomolib npuxoaunt AD



NuTerpauwns c Active Directory (AD)

Peanun3oBaH CKpUNT KOTOPbIM NPOBEPAET HOBLIX Mosib3oBatenien B AD un
3anyckaeT Annsible PlayBook ans Toro 4tobbl 406aBUTb HOBOIO
nosfb3oBaTens.
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npobrnema ¢ npaBamu Obina pelleHa. Ho octanocs. ..

e PewwuTtb Npobnemy B KOHTENHEPAMMU
e Pewntb npobnemy c BHyTpeHHUM goctynom no API
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nexus

docker repository pro

A Mbl pelunnn coxpaHsaTb Bce obpasbl B Nexus, YToObl HE 3abupaTtb UX 13
BHELLHMX PEno3nTopmeEB.
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nexus

docker repository pro

A Mbl pelunnn coxpaHsaTb Bce obpasbl B Nexus, YToObl HE 3abupaTtb UX 13
BHELLHMX PEno3nTopmeEB.
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A c goctynamu K BHYTPEHHUM CUCTEMAM
ObINO CNoO)XHee
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A Mbl pewinnn 3abupartb HOBbIX nonb3oBaTtenen ns AD, reHepupoBaTb TOKEHDI
O0oCTyna n coxpaHatb Ux B b24. N Ha ctopoHe b24 nx obHOBNATS.
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[1o utory nony4ymnu cnepyrollee
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MonyuyeHye HOBLIX/ YBOMEHHSIX COTPYAHMKOR
@ Butpnkc240©

Bbllaya TOKeHoB

ABTOMaTU3NpOBanu pasgadvy npas
e YO6panu nyHaHuuy B npaBax
e Peanunsosanu [Nonntuky zero trust




Cnacunbo 3a BHumaHue

telegram: https://t.me/AsinusAsinorum
TenedooH: 8 925 405 09 07
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