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ShiftLeft

" HexBaTKa Kaapos
" HM3KasA MOTMBaALUMA K be3onacHou
pa3paboTke

OTCYyTCTBUE aBTOMATU3ALUUN MPOBEPOK

N TEXHUYECKMX pecypcoB




SecurityQualityGate

Pe3ynbtaT




OnAa yero opkectpupoBaTb CKaHUpoBaHUA?

OpKECTpa LLUWA — cornacoBaHHOe BbINO/IHEHUNE BCEX CTa,D,MVI HKNU3HEHHOIO UHNK/A
CKaHNPOBAHUA.

YT00bblI:

v CHU3UTb KOJINYECTBO PYYHbIX AEUCTBUIA U CTEMEHD

BOB/1@YEHHOCTU PA3HbIX PoOsiE

v yBE/INYUTb CKOPOCTb NPOBEPOK

v’ MOBbICUTb KaYeCTBO MPOBEPOK

/-\\ \L



Mpu yem TyT Kubernetes?




AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTATOYHO: kind: AppSecTool
metadata:

*? YTO MOKET CKaHMpPOBaTb name: semgrep-sast
spec:

u roe pacnono).KeH name: semgrep-sast

toolConfiguration:
- state: inJob
tag: "python-basic"
artifactType: "code"
languages: ["Python"]

Aon MHpopmauma o KoHpuUrypaumm CEEleEy “Uaer
ke image: "semgrep/semgrep:1l.79-nonroot"

TMNU3aumA apTecbaKTa args: ["semgrep", "scan", "/workspace/repo", "-—json"]
: reportPath: "/workspace/semgrep/report.json"

TermpoBaHume cpuRequest: "150m"
memoryRequest: "250Mi"

Kactomunsauyua:

"  HeobxogMmbie pecypchbl



AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTAaTO4HO. kind: AppSecTool
metadata:
. YTO MOXET CKaHMNPOBATb name: semgrep-sast

spec:
coch rae pacnonoXxeH name: semgrep-sast
toolConfiguration:
- state: inJob
tag: "python-basic"
artifactType: "code"
languages: ["Python"]

aon nHbopmauma o KoHGUrypaumm accuracy: "0.9"
ke image: "semgrep/semgrep:1l.79-nonroot"

TMNU3aumA apTecI)aKTa args: ["semgrep", "scan", "/workspace/repo", "-—json"]
: reportPath: "/workspace/semgrep/report.json"

TermpoBaHune cpuRequest: "150m"
memoryRequest: "250Mi"

Kactomunsauyua:

"  HeobxogMmbie pecypchbl



AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTAaTO4HO. kind: AppSecTool
metadata:
. YTO MOXET CKaHMNPOBATb name: semgrep-sast

spec:
- rge pacnosioxeH name: semgrep-sast

toolConfiguration:
Kactomunsauyua: — state: inJob
tag: "python-basic"
cee) HEO6XO,£I,VIN\b|e pecypcbl artifactType: "code"

languages: ["Python"]
Aon nHbopmaumsa o KoHbUrypaumm CEEleEy “Uaer
koo image: "semgrep/semgrep:1l.79-nonroot"
TMNU3aumA apTecI)aKTa args: ["semgrep", "scan", "/workspace/repo", "-—json"]
: reportPath: "/workspace/semgrep/report.json"

TermpoBaHune cpuRequest: "150m"
memoryRequest: "250Mi"



AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTAaTO4HO. kind: AppSecTool
metadata:
. YTO MOXET CKaHMNPOBATb name: semgrep-sast

spec:
- rge pacnosioxeH name: semgrep-sast

toolConfiguration:
Kactomunsauyua: — state: inJob
tag: "python-basic"
- Heo6XO,£I,MN\bIe pecypcbl . artifactType: "code"

languages: ["Python"]
= Aon nHpopmauua o KoHpurypauunm B accuracy: “0.9"
b | image: "semgrep/semgrep:1l.79-nonroot"
n TMNM3auusa apTecI)aKTa args: ["semgrep", "scan", "/workspace/repo", "-—json"]
reportPath: "/workspace/semgrep/report.json"

TermpoBaHune cpuRequest: "150m"
memoryRequest: "250Mi"




AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTAaTO4HO. kind: AppSecTool
metadata:
. YTO MOXET CKaHMNPOBATb name: semgrep-sast

spec:
- rge pacnosioxeH name: semgrep-sast

toolConfiguration:
KacTtommn3sauua: - state: inJob
tag: "python-basic"

"  HeobxoauMmble pecypchbl | artifactType: "code"

s languages: ["Python"]

aon nHbopmauma o KoHGUrypaumm accuracy: "0.9"

fﬁﬂ image: "semgrep/semgrep:1l.79-nonroot"

*? TUNMU3auumA apTe(I)aKTa args: ["semgrep", "scan", "/workspace/repo", "-—json"]

reportPath: "/workspace/semgrep/report.json"

n TermpoBaHue cpuRequest: "150m"
memoryRequest: "250Mi"



AppSecTool

XpaHUT KoHdurypaumm MHCTPYMEHTOB

apiVersion: cache.appsecauto.ru/vlalphal

MuHMMaNbHO U AOCTAaTO4HO. kind: AppSecTool
metadata:
. YTO MOXET CKaHMNPOBATb name: semgrep-sast

spec:
- rge pacnosioxeH name: semgrep-sast

toolConfiguration:
Kactomunsauyua: — state: inJob
tag: "python-basic"

"  Heobxoaumbie pecypchbl x artifactType: "code"

s languages: ["Python"]
aon nHbopmauma o KoHGUrypaumm accuracy: "0.9"

f%ﬂ image: "semgrep/semgrep:1l.79-nonroot"

TMNM3auma aptedakra args: [“semgrep", "scan", "/workspace/repo", "-—json"]

reportPath: "/workspace/semgrep/report.json"

" TermpoBaHue cpuRequest: "150m"
memoryRequest: "250Mi"



AppSecTool

Ons AppSec-uHxeHepa:

apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecTool
LleHTpannsoBaHHOe ynpasaeHue metadata:
MHCTPYMEHTAMU CKaHNPOBAHUA hame: semgrep-sast
spec:
name: semgrep-sast
toolConfiguration:
- state: inJob
tag: "python-basic"
AI‘IpO6aLI,MF| HOBbIX MHCTPYMEHTOB artifactType: "code"
CKaHUpPOBaHUA languages: ["Python"]
o accuracy: "0.9"
- i : 5 E image: "semgrep/semgrep:1.79-nonroot"
“ngl A : f 'E A 'S & args: ["semgrep", "scan", "/workspace/repo", "--json"]
e ' reportPath: "/workspace/semgrep/report.json"
cpuRequest: "150m"

memoryRequest: "250Mi"



SecurityQualityGate

YctaHasauBaet noporun SQG

YA3BMMOCTU

METPUKU KOAOA

TeErmMposaHmMe

.

— : \ \
'”\if’ffl\‘\\\\\\

.

P 1
092 Jesy

..

<--

~

~

o i

-

kind: SecurityQualityGate
metadata:
name: default-security-gate
namespace: default
spec:

apiVersion: cache.appsecauto.ru/vlalphal

# lMoporn ys3BMMOCTEA MO CTENeHU KPUTUYHOCTH

vulnerabilityThresholds:
critical: @

# He ponyckaiwTcs KpUTUYECKUE YSA3BUMOCTU

high: 2 # MakCuUMyM 2 BbICOKME YSA3BUMOCTH

medium: 10

# Moporn no OWASP Top 10

owaspVulnerabilityThresholds:
brokenAccessControl: 1
injection: @
insecureDesign: 3
serverSideRequestForgery: 1

# lMoporn KayecTtBa Kopa

codeQualityThresholds:
maxVulnerabilityDensity: "10"
maxUnsafelLanguages: 1
maxDirectoryDepth: 8
maxBinaryFiles: 5

# Moporun security-MeTpuk

securityMetricsThresholds:
minSecurityScore: "85"
maxLanguageRiskScore: "30"

#
#
#
#

#
#
#

#
#

Makc.

# MakcumyM 10 cpepHux
low: 20 # MakcuMyM 20 HU3KUX

1 HapyweHue KOHTpons AocTymna

NHbeKuun 3anpeleHs
Makc. 3 npobnembl gu3aiHa

Makc.

1 SSRF

# Makc. 10 yasBumocTed Ha 1000 cTpok Kopa

Makc.
Makc.

1 Hebe3onacHb A3bIK
rnybuHa BJIOXEHHOCTM Manok

Makc. 5 GuHapHbix ¢annoB B npoekTe

MuHMManbHLIM security score (0-100)

Makc.

PUCK KU3—3a UCNOJIb3YEMbIX A3bIKOB

18



SecurityQualityGate

YctaHasauBaet noporun SQG

YA3BUMOCTU

METPUNKUN KOAAJ

TeErmMposaHmMe

.
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kind: SecurityQualityGate
metadata:
name: default-security-gate
namespace: default
spec:

apiVersion: cache.appsecauto.ru/vlalphal

# lMoporn ys3BMMOCTEA MO CTENeHU KPUTUYHOCTH

vulnerabilityThresholds:
critical: @

# He ponyckaiwTcs KpUTUYECKUE YSA3BUMOCTU

high: 2 # MakCuUMyM 2 BbICOKME YSA3BUMOCTH

medium: 10

# Moporn no OWASP Top 10

owaspVulnerabilityThresholds:
brokenAccessControl: 1
injection: @
insecureDesign: 3
serverSideRequestForgery: 1

# lMoporn KayecTtBa Kopa

codeQualityThresholds:
maxVulnerabilityDensity: "10"
maxUnsafelLanguages: 1
maxDirectoryDepth: 8
maxBinaryFiles: 5

# Moporun security-MeTpuk

securityMetricsThresholds:
minSecurityScore: "85"
maxLanguageRiskScore: "30"

#
#
#
#

#
#
#

#
#

Makc.

# MakcumyM 10 cpepHux
low: 20 # MakcuMyM 20 HU3KUX

1 HapyweHue KOHTpons AocTymna

NHbeKuun 3anpeleHs
Makc. 3 npobnembl gu3aiHa

Makc.

1 SSRF

# Makc. 10 yasBumocTed Ha 1000 cTpok Kopa

Makc.
Makc.

1 Hebe3onacHb A3bIK
rnybuHa BJIOXEHHOCTM Manok

Makc. 5 GuHapHbix ¢annoB B npoekTe

MuHMManbHLIM security score (0-100)

Makc.

PUCK KU3—3a UCNOJIb3YEMbIX A3bIKOB

1,



SecurityQualityGate

YctaHasauBaet noporun SQG

YA3BUMOCTU

METPUKU KOAOA

TerupoBaHue

.
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kind: SecurityQualityGate
metadata:
name: default-security-gate
namespace: default
spec:

apiVersion: cache.appsecauto.ru/vlalphal

# lMoporn ys3BMMOCTEA MO CTENeHU KPUTUYHOCTH

vulnerabilityThresholds:
critical: @

# He ponyckaiwTcs KpUTUYECKUE YSA3BUMOCTU

high: 2 # MakCuUMyM 2 BbICOKME YSA3BUMOCTH

medium: 10

# Moporn no OWASP Top 10

owaspVulnerabilityThresholds:
brokenAccessControl: 1
injection: @
insecureDesign: 3
serverSideRequestForgery: 1

# lMoporn KayecTtBa Kopa

codeQualityThresholds:
maxVulnerabilityDensity: "10"
maxUnsafelLanguages: 1
maxDirectoryDepth: 8
maxBinaryFiles: 5

# Moporun security-MeTpuk

securityMetricsThresholds:
minSecurityScore: "85"
maxLanguageRiskScore: "30"

#
#
#
#

#
#
#

#
#

Makc.

# MakcumyM 10 cpepHux
low: 20 # MakcuMyM 20 HU3KUX

1 HapyweHue KOHTpons AocTymna

NHbeKuun 3anpeleHs
Makc. 3 npobnembl gu3aiHa

Makc.

1 SSRF

# Makc. 10 yasBumocTed Ha 1000 cTpok Kopa

Makc.
Makc.

1 Hebe3onacHb A3bIK
rnybuHa BJIOXEHHOCTM Manok

Makc. 5 GuHapHbix ¢annoB B npoekTe

MuHMManbHLIM security score (0-100)

Makc.

PUCK KU3—3a UCNOJIb3YEMbIX A3bIKOB

20



SecurityQualityGate

[1na aHanuTuka:

AHanuns TPpeHA0B 6e3onacHOCTK NO
NMPOEKTAM

BHeapeHMe aganTUBHbIX NOPOros
6e30nacHOCTN B KOMaHAax pa3paboTKu

name: default-security-gate
namespace: default

spec:

apiVersion: cache.appsecauto.ru/vlalphal
kind: SecurityQualityGate
metadata:

# lMoporn ys3BUMOCTEN MO CTEMNEHU KPUTUYHOCTH

vulnerabilityThresholds:

critical: @ # He ponyckawTcs KpUTUYECKUEe YS3BUMOCTMU
high: 2 # MakCuUMyM 2 BbICOKME YSA3BUMOCTH

medium: 10 # MakcumyMm 10 cpepHuUx

low: 20 # MakcuMyM 20 HU3KUX

# Moporn no OWASP Top 10

owaspVulnerabilityThresholds:
brokenAccessControl: 1
injection: @
insecureDesign: 3
serverSideRequestForgery: 1

# lMoporn KayecTtBa Kopa

codeQualityThresholds:
maxVulnerabilityDensity: "10"
maxUnsafeLanguages: 1
maxDirectoryDepth: 8
maxBinaryFiles: 5

# Moporun security-mMeTpuk

securityMetricsThresholds:
minSecurityScore: "85"
maxLanguageRiskScore: "30"

#
#
#
#

#
#
#

Makc. 1 HapyweHue KOHTponsa pocTtyna
WHbekuuM 3anpeuweHs

Makc. 3 npobnembl gu3aiHa

Makc. 1 SSRF

# Makc. 10 yasBumocTed Ha 1000 cTpok Kopa
Makc. 1 He6e3onacHblih f3blK

Makc. rnybuHa BNOXEHHOCTWM nanok

Makc. 5 GuHapHbix ¢annoB B npoekTe

MuHUManbHeIM security score (0-100)
MaKc. pUCK U3—-3a WUCMNOJb3YEMbIX A3bIKOB

Zl



Ap pseCJ O b apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecJob

metadata:
name: appsecjob-python-basic

OnucbiBaeT AeTa/in 3alyCKa CKaHUPOBaAHUA spec:
level: development
complexity: balanced
practice: sast
MuHmanbHO U AOCTATO4YHO. tools:

- "semgrep-sast:python-basic"

= 0OBEKT CKAHNPOBAHUSA artifact:

code:

repository:
Kactomunsayusa : url: https://github.com/fportantier/vulpy.git
port: 443

. HBHblﬁ Bb|60p MHCTPYMEHTOB CKaHNPOBAHUA 73 . protocol: HTTP
% commithash: 5249cc8b05alc37f6b2f757blcf16a509¢c327122
M/mnm npa KTUKU g resultDestination:

e : SElf

e | host:

PERNUM CKaHNPOBAHUA url: http://go-minio-service.go-system
¥ o port: 9000

ABHbIN BbIbop SQG protocol: HTTP

bucket: dev-results
0b6paboTKa 1 BbIrpy3Ka pesy/sbraTta reports:
parserImage: localhost:5000/sast-parser



Ap pseCJ O b apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecJob
metadata:
name: appsecjob-python-basic
OnucbiBaeT AeTa/in 3alyCKa CKaHUPOBaAHUA spec:
level: development
complexity: balanced
practice: sast
MuHmanbHO U AOCTATO4YHO. tools:
- "semgrep-sast:python-basic"

= 0OBEKT CKaHMPOBAHUA artifact:
code:

Kactomusauus : T BRI
url: https://github.com/fportantier/vulpy.git
v ¢ port: 443
*** ABHbIN BbIOOP MHCTPYMEHTOB s orotocol: HTTP
- commithash: 5249cc8b05alc37f6b2f757b1cf16a509c327122
resultDestination:
SHi

t host:
pexXnm CKaHUNpPOBaHUA B url: http://go-minio-service.go-system

e port: 9000
ABHbIN BbIbop SQG protocol: HTTP

bucket: dev-results

0b6paboTKa 1 BbIrpy3Ka pesy/sibraTta reports:
parserImage: localhost:5000/sast-parser

CKaHMNpPOBaHUA M/VI!'IM NPaKTUKU




Ap pseCJ O b apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecJob
metadata:
name: appsecjob-python-basic
OnucbiBaeT AeTa/in 3alyCKa CKaHUPOBaAHUA spec:
level: development
complexity: balanced
practice: sast
MuHmanbHO U AOCTATO4YHO. tools:
- "semgrep-sast:python-basic"

= 0OBEKT CKaHMPOBAHUA artifact:
code:

Kactomusauus : T BRI
url: https://github.com/fportantier/vulpy.git
port: 443
protocol: HTTP

: commithash: 5249cc8b05alc37f6b2f757b1lcf16a509¢c327122
M/MAn NPaKTUKK I esultbestination:

: s3:
pexXxXnM CKaHNPOBaAHUA : host:
. url: http://go-minio-service.go-system
o o port: 9000
ABHbIN BblbOp SQG T

bucket: dev-results
0b6paboTKa 1 BbIrpy3Ka pesy/sbraTta reports:
parserImage: localhost:5000/sast-parser

"  ABHbIN BbIOOP MHCTPYMEHTOB CKAHMPOBAHUA



Ap pseCJ O b apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecJob
metadata:
name: appsecjob-python-basic
OnucbiBaeT AeTa/in 3alyCKa CKaHUPOBaAHUA spec:
level: development
complexity: balanced
practice: sast
MuHmanbHO U AOCTATO4YHO. tools:
- "semgrep-sast:python-basic"

= 0OBEKT CKaHMPOBAHUA artifact:
code:

Kactomusauus : T BRI
url: https://github.com/fportantier/vulpy.git
port: 443
protocol: HTTP
: commithash: 5249cc8b05alc37f6b2f757b1lcf16a509¢c327122
M/MNn NPaKTUKK BN | csultDestination:
il SHi
pexXnm CKaHUNpPOoBaHUA : host:
; url: http://go-minio-service.go-system
port: 9000
protocol: HTTP
bucket: dev-results

0b6paboTKa 1 BbIrpy3Ka pesy/sbraTta reports:
parserImage: localhost:5000/sast-parser

"  ABHbIN BbIOOP MHCTPYMEHTOB CKAHMPOBAHUA

ABHbIN Bblbop SQG



Ap pseCJ O b apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSecJob
metadata:
name: appsecjob-python-basic
OnucbiBaeT AeTa/in 3alyCKa CKaHUPOBaAHUA spec:
level: development
complexity: balanced
practice: sast
MuHmanbHO U AOCTATO4YHO. tools:
- "semgrep-sast:python-basic"

= 0OBEKT CKaHMPOBAHUA artifact:
code:

Kactomusauus : T BRI
url: https://github.com/fportantier/vulpy.git
port: 443
protocol: HTTP
: commithash: 5249cc8b05alc37f6b2f757b1lcf16a509¢c327122
M/MAn NPaKTUKK I esultbestination:
SElf

pexXnm CKaHUNpPOoBaHUA 3 host:
: url: http://go-minio-service.go-system

ABHbIN BbIbop SQG = port: 9000
protocol: HTTP

"  ABHbIN BbIOOP MHCTPYMEHTOB CKAHUPOBAHUA

bucket: dev-results

06paboTKa 1 BbIrpy3Ka pe3y/sbTaTa . W

parserImage: localhost:5000/sast-parser



AppSecJob

[na pa3paboTtymkKa:

[MpoBepKn 6e30MacCHOCTU Ha PaHHUX
cTaauax npouecca pa3paboTku

na AppSec-nHxXeHepa:

3anyck AppSec-CKaHUPOBaHUM
Ha ntobom aTane

apiVersion: cache.appsecauto.ru/vlalphal

kind: AppSeclob
metadata:
name: appsecjob-python-basic
spec:
level: development
complexity: balanced
practice: sast
tools:
- "semgrep-sast:python-basic"
artifact:
code:
repository:
url: https://github.com/fportantier/vulpy.git
port: 443
protocol: HTTP
commithash: 5249cc8b05alc37f6b2f757b1lcf16a509¢c327122
resultDestination:
SHi
host:
url: http://go-minio-service.go-system
port: 9000
protocol: HTTP
bucket: dev-results
reports:
parserImage: localhost:5000/sast-parser




OpkecTpauuAa Ha YypOBHe onepartopa

KNOHUPOBAHWE PENO3UTOPMUS
onpeaeneHmne A3bIKoBOro
cocTaBa

onpeaeneHne KogoBow
CTaTUCTUKMU

dbopmMmUpoBaHME METPUK

Artifact Analysis:
Code Analysis Result:
Blank Lines:
Clone Path:
Code Lines:
Comment Lines:
Complexity Score:
File Count:
Languages:
CSS:
Csv:
HTML:
Ignore List:
Java Script:
Pip Requirements:
Python:
Shell:
Text:

Re Structured Text:

Lines Of Code:

CSS:
Blanks: (/]
Code: 470
Comments: O
Total: 470
CSV:
Blanks: (/]

975
/tmp/artifacts/tmp/artifact/repo
57296

87

32

108
4
1
28
3
6
1
57
1
6
1

28



OpkecTpauuAa Ha YypOBHe onepartopa

p— o s s B
AUSR o S

= ¢dunbrpauma AppSecTools no napamerpam um3
AppSeclob n xapaktepuctnkam aptedakTa

"  COPTUPOBKA NO TOYHOCTU U
pecypco3aTpaTHOCTH

= BblOOpP KO/IMYECTBA, ONPEAENAEMOro PEXNUMOM

NPOBEPKU




OpkecTpauuAa Ha YypOBHe onepartopa

= KNAOHUPYIOLWKMN init-KOHTENHEP
" KOHTEeMHepPbl C UHCTPYMEHTaMMU

CKaHWPOBaHUA
‘ ‘| ™ KOHTeuHep C Napcepom OTYETOB
i | = KoHTellHep BbIrpy3KM pesynbTaTos
g g A " TOMa ANA COBMECTHOrO UCMO/Ib30BaHMA

apTtedaKkTa, OTYETOB OT CKAHEPOB U
UTOrOBbIX PE3Yy/IbTaTOB




OpkecTpauuAa Ha YypOBHe onepartopa

= py3snedeHue findings
"  HOpMa/sn3auUUA

= pooborauieHue

MaNMUHr
aeaynavkauyma
reHepauunAa N coxpaHeHue
pe3y/bTaToB

o
h
.

"type": "python.sqlalchemy.security.sqlalchemy—-execute-raw-q
"description": "Avoiding SQL string concatenation: untrusted
"file_path": "/workspace/repo/bad/db.py",

"line_number": 19,
"column_start": 9,
"column_end": 103,
"cwe": [

"CWE-89: Improper Neutralization of Special Elements used
1,
"owasp": [

{

""code": "A03:2021",
""description": "Injection"

}
1,
"severity": "high",
"confidence": 2.0,
"tool": "Semgrep 0SS",
"logical_location": "",
"code_snippet": "
"related_locations": [],
"code_flows": [],
"taxa": []

c.execute(\"INSERT INTO users (user



OpkecTpauuAa Ha YypOBHe onepartopa

"overall_status": "Critical",
"severity_statistics": {

"low": 4,

“"medium": 33,
~ "high": 247,
“"critical": 18

=  pn3BnedyeHue findings y
’

* HOpManusauuA "owasp_statistics": {
= pooborauieHue : "A02:2021": 18,
MannuHr "A03:2021": 45,

"A08:2021": 2
eaynainkauma g
ACAY H "A01:2021": 19,

............. S " T[eHepauuAa n cCoxpaHeHue "AQ4:2021": 2
| . L ’

pe3ynbTaTos ' "AO7:2021": 2,
"A05:2021": 12,
"A10:2021": 6

----------

.,
e
ay -
.
*




OpkecTpauuAa Ha YypOBHe onepartopa

Status:
SQG Failed Reason: Failed thresholds: High: 11 > 2, Medium: 30 > 10, CryptographicFailures: 4 > 1, Injection: 12 > 0,
118 >1

S0G. Status: Fail

Overall Status: Feel bad

Security Metrics:
Binary Files Count: 102
Comment Coverage: 0.15
Kloc: 57.30

Language Risk Score: 10.00
Maintainability Index: 50.38
Unsafe Languages:
JavaScript (6 files)
Python (57 files)
Vulnerability Density: 0.79
Severity Statistics:

Critical: (/]
High: 11
Low: 4
Medium: 30

Top CW Es Formatted: CWE-522: Insufficiently Protected Credentials | CWE-89: Improper Neutralization of Special Eleme
CWE-489: Active Debug Code

TR TR

BbIbOp pecypca SQG An1a OUEeHKU pe3ybTaToB AXKOObl
3arpy3Ka pes3y/1bTaToB M OLLeHKa Ha COOTBETCTBME NOporam
duKcauma pesynbraTta B none Status pecypca AppSeclob.

33



OpkecTpauuAa Ha YypOBHe onepartopa

~/Doc/k/0/g/appsec-operator/tests v1.0 !25 720 ) kubectl get sqg -0 wide

NAME STATUS PASS RATE PASSED FAILED AGE CRITICAL HIGH MEDIUM LOW
default-security-gate Active 33% 1 2 27h 0 P 10 20
duble-security-gate Duplicate 0% 0 0 116s © P 10 20

i B l-j ﬁ.’t\

== il tl

* SR
Failed Jobs: 2
Job Statuses:
Job Name: appsecjob-sqgpassed-2
Message: Job passed security quality gate
Passed: true
Job Name: appsecjob-toolselection-1
Message: Job failed: Failed thresholds: High: 11 > 2, Medium: 30 > 10, UnsafelLanguages: 2 > 1 (Python (57 files), JavaScript (6 |
files)), CryptographicFailures: 4 > @, Injection: 12 > @, IntegrityFailures: 2 > @, BrokenAccessControl: 18 > 1
Passed: false
Job Name: appsecjob-toolselection-2
Message: Job failed: Failed thresholds: High: 11 > 2, Medium: 30 > 10, UnsafelLanguages: 2 > 1 (JavaScript (6 files), Python (57
files)), CryptographicFailures: 4 > @, Injection: 12 > @, IntegrityFailures: 2 > @, BrokenAccessControl: 18 > 1
Passed: false
Last Evaluation: 2025-05-02T18:55:127
Pass Rate: 33%
Passed Jobs:
'.";'E:;_ O

npocmoTp Bcex AppSeclob
cbop M coxpaHeHMe CTaTUCTUKM NO NPOXOXKAEHUIO OLLEHKMU B
ctatyce SQG




MnaHupoBaHue PaspaboTka :C6opka - PasBépTbiBaHue

AppSecTooI yaml
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MpoBepka no [MpoBepka no
[MnaHnpoBaHue MOHUTOPUHT poBep poBEp
pacnucaHuo cobbITUIO

gis ///////

4 SecurltyQuallty
i Gate.yaml

i

.......

o« /////// 7

Appllcatlon yaml AppSecJob yaml AppSecJob.yaml /

N

nepnognveckme NPoBepPKN U NPOBEPKM MO COObITUIO 37




AHanus kopga

Bbi6op MHCTPYMEHTOB
CKaHnpoBaHuA

N
peasin3oBaHHbIe

moaynm

Pecypchbl (CR)

CkaHupoBaHue

Bbirpyska oT4éToB

s
A4po

O6paboTka OTHETOB

OueHka no Security Quality
Gate

C6op cTaTUCTUKN

Pecypchbl (CR)

Cwucrema ynpaBneHua
nedgektamm

Metrics agent

Metrics
Server

ETL-cepBucel

Data Warehouse

Oaw6opapl




CerogHAa paccmoTpenu

= JT1anbl AppSec-npoBePKN U YTO cnelyeT ydecTb
= [1nA CKAHNPOBAHUA HYKHbl MHCTPYMEHT, MOPOru
KOHTpOANA M AxKoba (+ TOT, KTO 3TUM ynpaBAAeT)
,@ = ShiftLeft — xopowo, HO Ha cOBCTBEHHbIX pecypcax
— ele nyyuwe
= A Security Quality Gate Heobxoanma
YHUOUKaUMA pe3ynbTaToB

" YnpasneHue Ha ypoBHe Kubernetes-abcTpaKkuum

MOXeT bbITb Y0OHO



:, éKaﬁMpo§aHMﬁ'
iHnem Kubernetes

f';.g. o
%




