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Why? What? DoD?



Why:

01

02

03

UMHpacTpyKTypa:

Y Hac ecTtb 10 K8S knactepoB 1 20 KoMaHA,
KOTOopble paboTato B pa3HbIX CTEKAX U B Pa3HbIX
nenaptaMeHTax

Cpoy4yHadq 3agava:

K HaM npuwnm coTpyoHukm CS n NnpocaTt CpoYHO
BHeOPWUTb Mepbl N0 3anpeTy Hebe3onacHbIX
KOHpUrypauum B K8S

CNuUcoK NONnNTUK:
3anpet Ha privileged mode n Host network
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What:

01 BHeppwuTb NOAUTUKM:

KoTopble 6yayT 3anpeLlaTb 3anyck pecypcoB B
K8S B He3awunleHHoOM KoHburypaumm

02 MoHuTopwuHr:

Mbl 0O/HKHbI MOHMMATb YTO COOTBETCTBYET
NOJIMTUKAM, a 4YTO HET

03 Mpouecc BHegpeHUa NONUTUK:

[Mocne npumMeHeHusa 6a30BbiX NOJIUTUK,
NoABUTCA XenaHne 0obaBuTb YTO-TO elle
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DoD:
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01 BHeaputb nonutukn: 100%

KoTopble 6yayT 3anpeLlaTb 3anyck pecypcoB B
K8S B He3awunleHHoOM KoHburypaumm

02 MoHuTopuHr: 100%

Mbl 0O/HKHbI MOHMMATb YTO COOTBETCTBYET
NOJIMTUKAM, a 4YTO HET

03 nMpouecc BHegpeHUsa NOAUTUK: CO3AaH

[Mocne npumMeHeHusa 6a30BbiX NOJIUTUK,
NoABUTCA XenaHne 0obaBuTb YTO-TO elle
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OTOT AOKJ/1ag He
Nnpo HanmcaHue
NOJINTUK



https://kyverno.io/policies/ & coep 30POBBE

m Policies Found

Sample Policies «

The policies here are maintained by the community and are as samples that
demonstrate the power and flexibility of Kyverno. To use in your environment, make sure
you test with the right versions of Kyverno and Kubernetes, and optimize for your use
case.

Select the Policy Type and Policy Category on the left navigation, or use the search, to
find the policy you need.
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CKOpOCTb BHefpeHund N3MEHEHUN N UX NPMNOPUNTETDI

PacnpepeneHne no KOMaHpaM:

comanaa A [ 100%
conansas [ 8o%
cousnsso [ 5%

KomaHnpa I _ 36%

KomaHpa [0 - 25%

KomaHpa E - 15%

KomaHpa X - 12%

KomaHpa 3 . 6%

conavso i [ 21%

KomaHpa K - 10%
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PacnpepneneHue no genaprtaMeHTaMm:

29% 25% 23%
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PacnpepeneHue no knacrepam:
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CKOpPOCTb BHEAPEHUA UBMEHEHUIN N NX MPUOPUTETDI

01 BHeapsem nonuTUKy yxe Ha 80%

OcTanbHble 20% pnobaBngeM B UCKIHOUYEHUI U
co3gaeM POKYCHble 3a4auu

02 BHeapsieM UCKNOYEHNE Ha YPOBHE He
AOCTYNHOM KOMaHAaMm

Mbl co3pgaem ns Yyepes terraform v nameHeHUa B
ns pyKamu 6ynyT 6bICTPO 3aMeyeHbl

03 Kaxpas nonuTvka MOXeT 6biTb
po6aBneHa B UCKIOYEHUSA HE3aBUCUMO

Mbl MOXXeM rpaHyNSapPHO BKAKYATb NOJIMTUKK NO
Mepe roTOBHOCTM KOMaH[A
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apiVersion: kyverno.io/vl
kind: ClusterPolicy
metadata:
name: sa-restricted
spec:
rules:
- name: sa-restricted
match:
all:
- resources:
kinds:
- Pod
exclude:
any:
— resources:
namespaceSelector:
matchLabels:
skip-policies.kyverno.io/sa-restricted: "true"

— resources:
namespaces:
- "kube—x"
- "kyverno"
validate:
failureAction: Enforce
message: "automountServiceAccountToken must be false"
pattern:
spec:
automountServiceAccountToken: "false"
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TecTupoBaHMe NONUTUK

apiVersion: cli.kyverno.io/vlalphal

kind: Test
metadata:
name: servicelinks-false
policies:
- ../servicelinks-false.yaml
resources:
- pod.yaml
variables: var.yaml
results:

— policy: servicelinks-false
rule: servicelinks-false
kind: Pod
resources:

- good-pod-with-skip
- bad-pod-with-skip
result: skip

— policy: servicelinks—-false
rule: servicelinks-false
kind: Pod
resources:

- good-pod-without-skip
result: pass

- policy: servicelinks—-false
rule: servicelinks-false
kind: Pod
resources:

- bad-pod-without-skip
result: fail
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apivVersion: vl apiversion: vl apiVersion: cli.kyverno.io/vlalphal
kind: Pod kind: Pod kind: Values
metadata: metadata: .

name: bad-pod-with-skip name: good-pod-without-skip metadata: ] )

namespace: ns-with-skip spec: name: servicelinks—-false
spec: enableServicelLinks: "false" namespaceSelector:

containers: containers: — name: ns—with—skip

- name: alpine - name: ubuntu labels:
image: alpine image: ubuntu a e_ > .. . . .
command: - ["sleep","10000"] command:  ["sleep","10000"] skip-policies.kyverno.io/servicelinks—-false: "true"

> kyverno test ./servicelinks-false ——remove-color
Loading test ( servicelinks-false/kyverno-test.yaml ) ...

Loading values/variables ...

Loading policies ...

Loading resources ...

Loading exceptions ...

Applying 1 policy to 4 resources with @ exceptions ...

Checking results ...

ID | POLICY RULE RESOURCE RESULT | REASON

1 servicelinks—false | servicelinks-false | v1/Pod/Pod Pass Excluded

2 servicelinks—false | servicelinks-false | v1/Pod/Pod Pass Excluded

3 servicelinks—-false | servicelinks-false | vl1/Pod/default/good-pod-without-skip | Pass Ok

4 servicelinks-false | servicelinks-false | v1/Pod/default/bad-pod-without-skip Pass 0k
Test Summary: 4 tests passed and @ tests failed
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Kyverno He Tonbko gna CS, Hon gna IT

apiVersion: kyverno.io/v1l

kind: ClusterPolicy

metadata:

name: nginx-depricated

spec:
rules:

— name: nginx-depricated

match:

exclude: -
preconditions:

all:
- key: "{{ request.object.spec.[initContainers, containers][].image }}"

operator: AnyIn
value: '"nginx:x"
validate:
failureAction: Enforce

message: ''nginx must have tag > 1.25"

foreach:

— list: "request.object.spec.containers"

anyPattern:

image:
image:
image:
image:
image:
image:

nginx:1.26x%
nginx:1.27%
nginx:1.28x%
nginx:1.29x%
nginx:1.3%
nginx:2x
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PS

01

02

03

Bcerpa ncnonb3syunte kyverno s HA
pexxume B PROD

MHauye He cMoXeTe nogHATb kyverno 6e3
kyverno
He ncnonb3ynte mutate nonuTukmn

Ecnun npuaeTtca oTKMo4YUTb Kyverno, To Bbl He
NPOCTO OTKJIIOUYUTb GUNBTPbI, Bbl HE CMOXeETe
3aMyCcTUTb NPAaBUIbHO TO YTO MoaudULMpyeTca

TecTbl MOXXHO NnepepaTb B KOMaHAbl Ang
nposepkn maHungectos B CI/CD

HoBble cepBucbl co 100% rapaHtuen B PROD
0EennoATCa C NepBOro pasa
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Cnacunbo 3a BHUMaHue




