InfoSecurity
Russia 2016

EavHcTBEHHAA B Poccuun oTpacnesas BbicTaBka no b u
KpynHenLLee AenoBoe cobbiTue oTpacnu.

CeHTa0pb

2017

@opmar BbICTAaBKI NO3BOMNAECT MOCETUTENAM
NO3HAKOMWUTLCA C MPOAYKTaMW U peLleHnsMn B 06nactu l
3aLuUThl MHhopMaLMK B 3KCNO3MLIMKA, IEMO 30HAX 1 Ha S oS
WHTEPAKTUBHbIX CTEHAAX, HA NPAKTUKE NPeACTaBAAKLLNX oz 5% .
paboTy cuctem. Camble akTyasnbHbIe BOMPOCHI, ' s
BONMHYOLLIWE BCEX Y4ACTHWKOB PbIHKA, TPAaAWLWOHHO
ObINN NOAHATLI B KOHMDEPEHUMAX 1 KNOYEBbIX A0KNaaax,
NPOXoAALLMX HOH-CTON B TEYEHWNE TPEX AHE.
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[Mpohunb noceTuTesnei Obuiee konnyectBo 5817* bonee 12 oTpacnent

224 "D&HCT&BHT@HH PErYIMPYHOLLIMX 54 Accouwaumm, MoconscTBa

OpraHoB rocyfapCTBeHHON BACTW

KomuTe DesepanibHOi CtykGbl 110 TEXHIHECKOMY 1 3KCTIEPTHOMY MoconbCTeo BenakoGpumarivn, Oten Toprosn n ViHeecTuLi
Haa3opy MoconbCeTBO YkpanHb! B PO
CneficTBeHHb I KOMUTET PO TOProBo-NPOMBILLNEHHas NarnaTa
Coser ®enepauyn no 060poHe 1 6e30MacHoCTH LleHTp MeXyHapoaHOi TOProsin
Komuceust MockoBeKoi ropockoii [lymbl no 6e30MmacHoCTy CyeTHas nanara Poccuiickoi Geaepaymn
®Cb Poccum Accoumaums yqacTHukos "MactepKapp'
MWL Poccim ACCOLIMALIA 3MEKTPOHHBIX TOPrOBbIX MIOLLAA0K
!\]/I)I/IHVICTEDCTBO CBA31 M MAaCCOBbIX KOMMYHUKALWIA POCCUIACKON CPO Accoupaums TIpONMKeNZopTpaxc',
efepauim

Accoumauma pocCUnCcKX 6aHKOB
MexayHapoaHas Accoupaums Metpo
Accoumauma cnoptieHoi 6esonacHocTvt (ACB)
A3

Toproso-npomblLLreHHas nanara PO
YI'AH HOTE Y®0 PocTpaHcHaazopa
POCOGPHAI30P

1 5 9 1 c BS13b/TeNeKOMMYHUKALW/T 7 9 8 (D UHaHChI. GTpaxoBaHue

‘BoimnenKom" "Hopurisck-Tenekom' C6ep6ark Pocoum "TIpoMcBs3b6aHK'

MTC "Akapo" "TasnpombaHK'" "CK MHroccrpax-M"
‘PocTenexom’ 'CrapTenexkom’ BTG 24 "Pocroccrpax’

‘MerachoH’ "Tensop Tenekom' "Poccenbxo36aHk’ "PeHeccaHc-CTpaxoBaHue"
"Tparcrenexkom” "VHTennexT Tenekom' baHk Mocksb! "Crpaxosas 'pynna Ypancu6'
‘TarTenexom’ "ViknaitH Tenekom COMoLHC' "Anba-baHk'

"Kocmiyeckas cBsab" 'Poc6aHk'

3 8 5 HeobTe- 1 rasofobbida n nepepadboTka 5 2 1 3HepreTMKa
MuHanepro PO

"HK PocHedhtb" "PyccHedTb" Mukatiepro MO
“Tlykown' "3apybexxHed " OCKEIC
THKBP "CBA3bTPaHCHeTh" "VHTepaTOMaHEpTo'
‘CyprytHedpreras” "OpeHBYprHedTh "POCaHEproaToM’
‘Tasnpom Hedoty' "bynrapHedotb’ "Pocatom K"
‘[a3npom fo6bI4a LLenbep' Mockosckuin ) ” '060pHOSHEPFOCELIT’
"Tasnpom OAD' HedoTenepepabarbIBaOLLIIA 3aBOL K Pycarepro’
C'nasHedoTs"

"YpanaHepro'



ﬂgOCbeCCMOHaﬂbeIX nocetuTenen B [ocetuTenen [1enosoii nporpavMmb! B
2016 roay 2016 roay

bonee bonee

196

[TPOLYKTOB 1 PELLIEHIN B Cnukepos B [lenosoi nporpamMme
3KCMO3NLWM

213 15 000+

VieponpusiTus Ha MpeapapuTensHO
CTeH/AX 3KCMOHEHTOB 11 B 3aPerncTpUpOBaHHbIX
KOHCDEPEHLI-3arax BCTPEY

Mo ntoram 2016 roga*
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[Mpohunb noceTuTesnei Obuiee konnyectBo 5817* bonee 12 oTpacnent

6 / 8 rIpOMblLUﬂEHHbIe MpeANpUATUS 908 TUDFUBﬂﬂ (purTerin)

['pynna komnanmi "HopHUKenb' "CebMOi1 KOHTUHEHT'
3asog um. 51.M. Ceeppyiosa Metro

EBPA3 ‘Cnoprmacrep’
Mpr6opoCTPOUTENbHBIA 3BOA . TDEXTOPHbIN "EBpOCETH"

000 "HedbTetoraHCKiA 3aBOA PAZMOTENEBI3NOHHOM annaparypb!'
MAQ "POCCETI

LleHTp MeXxayHapoaHON TOProBmnm

"3nbaopaao’
COE3C Brand Monitor
MAO "Tynones" Wildberries
Mlockosckwin pagvosasog T'emn’ Toprossii Jom "Pycpen'
YNbSHOBCKWIA MEXaHWYECKIiA 3aB0f1, KOHLIEPH "Anmas-AHTel" T 3yans’

2 6 0 CTDOMTBJ'I bHbI KOMM/IEKC, 1 6 3 Tpaﬁcnopr. Jormctvka.
YNpaBeHne HeABKAMOCTbIO Mepesosku . Cknagp!

Cneuctpoii Poccum

‘TopceA3LCTPOR’ MK

MK "Crpoitrex’ K "Boctok

K Tauwnp HIK

Moctl eoueHTp DHL

[V HAVMOGCTPOI MTb

TNC "HegemkumocTs' "TpaHCnopT IeBeIoNMeEHT rpynn’”

PervioHanbHas TpaHcnopTHas

areHTcTBO «Bes HeBumKMMOCTb»
KOMMaHus

AnbsHCCNeLCTpOiA

2 0 1 06p83OBElHVIE 3 0 4 IVI eanUnHa

MIY M. JllTomoHocoBa

M3CK
PITY
crnry

['Y TunbCkas AeTckas ropofickas 60MbHMLA
PI'Y Opy»«6b1 Hapoaos _

LieHTpanbHas paioHHas 6onbHLA . Cepriyxos
MUTAnK

MYHKL| um. Manapbika
My

MHIWI "Meauarpun n aeTckoii xvpyprn' MuHaapasa PO
OIBY "HL| Arvi um B..Kynakosa" MuHapasa Poccuin
OIBY «PKHIMK MuH3apascoLpassuis»

Mockosckuin YHueepcutet MBL Poccum
MakanoHIrCKUIA HaLMOHANBHbIV YHUBEPCUTET, MycaH, HxxHas Kopest
YHusepcuteT GanepHo, tanus



30echb Bbl
BCTpeTute*

5064

FocynapCTBEHHbIE MpOMbILINEHHbIE

gla}:(%gﬂﬁﬁﬁTVlBHble npeanpnaTng 51,40/0 HOGET"TEHEﬁ OTHOCﬂT
cebs K rpynne ynpasneHues

331 YA

lpaBooxpaHuUTeibHas dHepreTuka
AeATeNbHOCTb

EPXA VnpasnieHue opraHusalyei/snagenet, KoMnaHum

YnpasneHue genaptaMmeHTOM/OTAEI0M/TpYNnon

1591 385

T, cBA3b/ HedrTe-
TeNeKOMyHUKaunm razofo6biya u
nepepaboTka

: TEXHWYECKMIA cneumanucT

YyeHbin

798 163 . ]
®uHaHCHI | TpaHcnopTt/norncTuk 70!9 /° NOCETHTENEN V"aCTBVH’T B

CTpaxoBaHue a/nepeBO3Ku/cKiaabl I'IpI/IHﬂTMVl pel.I.IEHMﬁ

558 304

Toprosnsa (puteiin) Meanuunxa

[0TOBIIO peLleHns

MpUHUMALD PEeLLEHIs B pamMKax KONMernanbHoro opraHa

82 201

NHBECTULIMOHHbIE
KOMMaHWN O6pa3oBaHue

MPUHUMALO PeLLEHIUS BAUHONNYHO

He y4acTBy0 B MPUHATIAN PELLEHNI

102 260

I'Iﬁllocbmnbl-lble CTponTenbHbIi
CMW KOMMIEKC

*To paHHbIM 2016 ropga
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0T3bIBbI

«[logo6HbIE MEPONPUATUSA KpaliHe aKTyanbHbl A9 HAC W BCEI 0Tpac/n
NHopmMaLnoHHon 6e3onacHoCTin. Mbl He nepBbIi FOf BCTPEYAEMCS Ha
InfoSecurity Russia n o6cyxgaem Hanbonee 3Ha4uMble BONPOCH
o6ecrneyeHns NHpopmaunoHHon 6esonacHocti. 0COOEHHO BaXKHO
[IOHECTN [0 Y4AaCTHUKOB OTPACcNu HOBOBBEJEHNA 1 06HOBNEHUS
HOPMATWBHO-NPABOBON METOANYECKON 6a3bl B 06/1aCTH 3aALLMTbI
nHpopmauim. 06cyanTb OTAENbHbIE 3afa4u, KOTOPble CTOAT nepen
HamMmu 1 BCeMM urpokamu poiHka b. Konn4ectso y4acTHUKOB 1
NOCETUTENIel BbICTABKN OCTAETCA CTaOMbHbIM, 4TO AN HAC ABNAETCA,
ONpeAeseHHO, NOIOXNTENbHbIM CUTHANOM»

Butannii Jllotnkos
®CTIK Poceun

«3HameHatenbHoe cobbiTne InfoSecurity Russia — 3To0
nnowazka, rae 06CcyxaanTca 31060HEBHbIE TEMbI,
PELIAOTCA HACYLLHbIE MPO6IEMbl MHGOPMALMOHHON
6e3onacHocTin. OCOOEHHbIA MHTEPEC NPeACTaBMA KPYTIblid
CTOJ1, NOCBALLEHHbIA 6QHKOBCKOMY CEKTOpPY. Te HOBbIE
HanpaBneHns, KOTOPbIe ObIN OTMEYEHbI B MKONIbCKOM
3acefjaHun npaBuUTeNbCTBA U MOCBALLEHbI CO3LAHMI0 EANHOM
CUCTEMbI NPOTUBOAEICTBMA UHDOPMALMOHHBIM Yrpo3am B
(OMHAHCOBOW Cpepe, Mbl YCNELWHO 00CYANUNIM 1 B paMKax
InfoSecurity Russia»

Amutpnii ®ponos
banx Poccun




. YROBNETBOPEHHOCTb

ayANTOPUH

InfoSecurity Russia - rnasHoe cobbiTve B KaneHgape ans npodyeccmoHanos B 06nactu b, kotopoe 06beanHaeT
Ha OJJHOWN NNOLLAZIKe BCEX MTPOKOB PbIHKa:

@ KpYMHEnLwmnx pocCUCKNX 1 3apy6eXxHbIX NPON3BOANTENEN NPOLYKTOB U CUCTEM

@ r0CyaapCTBEHHbIX 1 KOMMEPYECKNX 3aKa34nKOB

@ .vCcTpubLIOTOPOB M TOProBble J0Ma

@ roCyaapCTBEHHbIX PErynsaTopoB 1 NpeacTaBuTeneil BeaoOMCTB

YaoBneTBOpeHHOCTb nocetutenen no utoram 2016 ropa:

. (o) . (o) . o) . (o) . 0

:98% :98% :91% :90% - 98%

» [OBOJIbHbIX » NOCEeTUTENEN, » nocetutenein 6ynyt » 9KCMOHEHTOB o MOCeTUTENEN

o nocetutene o OTOBbIX BEPHYTbCSA B 2017 , peKOMEHLOBATb MOCETUTb o YAOBNETBOPEHbI o KOH(EPEHLNit,KpYrbiX

. o rogy o BbicTaBky B 2017 rogy o Y4aCTNEM B BbICTaBKeE, o CTOMOB, CECCUIA MNAHNPYIOT
. . o CBOUM APY3bsM U » 80% nnaxupytot o MPUHATH y4acTUe B Ka4ecTae
. . » konneram » BEPHYTbCS B 2017 rony o CNylIATENeid 1 CNUKEpOB B

. . ° ° e 2017 ropy

L] L] L] L] L]

y 89% nocetuTteneir 0CHOBHa#
LUeNb NOCELeHNs — 3TO
BO3MOXHOCTb YBUAETb W CPABHUTH
peleHns BCEX 0TPaCneBbIX
UFPOKOB PblHKA Ha OAHON NNoLWaaKe

63% noceTnuTenien NnaHupyT
MO3HAKOMNTLCS Ha BbICTABKE C
WHHOBALMOHHBIMU PELUEHNAMMN
MUPOBbLIX N OTEYECTBEHHbIX
npon3BoaunTenen

81% noceTntenein OOBOJbHbI
pe3ynbTatom 06LEHUA C y4aCTHUKAMU
BbICTABKI 1 06PETEHNEM HOBbIX
KOHTAKTOB.

74% noceTnTtesien JOBOJIbHbI
pes3ynbTatomM noucka npoaykTos,
ycnyr, 6peHzoB

«InfoSecurity Russia— 0fH0 13 cambix 3Ha44MbIX COObITVV B 06/1ACTY MHGOPMALIMOHHOV 6630MACHOCTA. VIMEHHO ro3ToMy
Mbl BbIOPaTV AaHHY'O MIOLLASKY A5 [PE3EHTALWM HOBOTO PELLIEHVS] 10 YTIDABIIEHNIO PpaBamyl JOCTYNA K
VHGDOPMALVIOHHBIM CACTEMAM MPEAPUSTAN. [T0CKOMbKY HALLIE PELLIEHVIE MPEAMONAraET TECHYHO MHTErDALWMK C OU3HEC-
CUCTEMAMI 1 UHGDPACTPYKTYPOV 00ECTIEYEHNS OE30MACHOCTY KOMITAHNA, /151 HAC BAXKHO M006LUATLCA C NPELCTABUTENISIMU

OV3HECA Y PasIINHHBIMY UPOKaMU PbIHKA UHGDOPMALIMOHHOV GE30MACHOCTY U YI0CTOBEPUTLCS B TOM, YTO HALLI OJXOL K
VIDABIIEHUIO IOCTYTIOM aKTYasIeH JI1S1 DELLIHVS TEKYILWX 337334 OTPACTN. Y5acTve B 3TOM MEPOMPUSITIV [IDEAOCTABUIIO HaM
TAKyH0 BO3MOXHOCTb. CAcvo0 3a BbICOKVIA YDOBEHb OPraHN3ALIN U HACHILLIEHHY!O JETIOBYIO MPOrDaMMy>

Badecnas Mypapries
['pynra komnaHmwi CUSTIS
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0T3bIBbI

«InfoSecurity Russia no npasy 061afaeT cTaTycom BeayLLei
HaLWOHANbHO BbICTABKM MHAYCTPUN UHOPMALUOHHOK 6630MaCHOCTH.
BmecTe ¢ Tem, OHa ABNAGTCA FNABHbIM UHTENNEKTYanbHbIM (hOPYMOM
CneunanncToB, NpeacTaBNALWMX Kak NPOM3BOANTENe NPOUIIbHON
NPOAYKLMN, TaK N OPraHbl FOCYAAPCTBEHHOTO PErynupoBaHus, u
BEAYLLNEe NPOMbILIEHHbIE NPEANPUATUS CTPaHbI. B yCnoBUAX TOTaNbHON
AUrnTann3awunm npon3BoaCTBEHHbIX NPOLECCOB BOMPOCHI
Knoep6e30nacHOCTM CTAHOBATCS B PAJ NEPBOOYEPEAHbIX 3a4ay CIyX0
KOPNOPaTUBHOM 3aWWMTbI NPEANPUATAA, UMEIOLLNX CTPaTEernyeckoe
3Ha4yeHMe Ang 3KOHOMMYecKor 6e30MacHOCTM CTpaHbl. InfoSecurity
Russia 2016 ang Hac — BaXHan KOMMYHUKALWOHHAA Niollaaka ans
00CYXEHUSA aKTyarnbHbIX BOMNPOCOB 3aLUNTbI NHPOPMALMOHHbIX
PECYpCOB MeXAY NPeACTaBUTENAMM BNACTM N OU3HECA, BEHAOPAMU U
notpebutenamn»

Amutpuni ['puropbes
Hopuunkens

«Ha InfoSecurity Russia MOXHO BCTPeTUTb Kak Hanbonee
YCNELWHbIE POCCUIACKNE KOMNAHUM MO MHKDOPMALMOHHON
6630MaCHOCTI, TaK 1 3apy6eXHble KOMNAHUN, KOTOPbIE,
HECMOTpPS Ha MONUTUYECKYH0 Hepas3bepuxy npuexanu B
Poccuio. B aToM roay Ha BbICTaBKe X0poLuas
npogeccnoHanbHaa ayanTopus, NHTEPECHbIE CTEHAI,
WHTEPEeCHbIE NMOAN, ANHAMUYHO — MHE HPABUTCH.

X0YeTCS NoXenatb OpraHn3aTopam yBean4yuBath
KONNYECTBO 9KCMOHEHTOB 1 pa3Ho06pa3ne KOHTEHTa, a
TaKXe [106aBNATh HOBbIE NHTEPAKTUBHbIE (DOPMAThI ANS
pasBneyeHns ayautopun!»

Unbsa Caykos
Group-IB




0

/ obcnyxuBaem
3aKynaem (c9)

CUCTEeMbI

Ncnosib3yem

% AHTMBUPYCBI o
37,1% by DLP-peLueHus 23,3%
29,9% Ega%%;fﬁ%b Mobile Security 20,1%

Be30nacHOCTb BUPTYaNbHbIX

38,1%
MHPACTPYKTYP

30,4%

MexceTtesble akpaHbl 1 VPN

KpunTtorpacus lMepcoHanbHble AaHHbIe

37.,5%

30,9%

HenpepbiBHOCTL 6U3HECA,

besonacHocTb xpaHunuiy
BOCCTaHOBMEHME nocne c60eB.

AaHHbIX

15,5% 30,5%

Yenyru no ynpasnieHunto

beaonacHoCT, o6n1a4HbIx 6€30MacHOCTbI, ayTCOPCUHT

BbIYUCIIEHUN

14,5% 15,2%

13,6% rocraitHa B1aeOKOHMEPEHLICBA3b 13,7%
o,
18,7% 3nekTpoHHble nnatexw | PCI | DSS AHTHCREM 15,4%
ipeHTudomkaums n ynpasneHue
25,3% noctynom. buometpus.Cmapt Forensic 9,7%
KapTbl. UTM - ycTpoiicTBa
13,2% AyanT, KOHCANTUHT CepTudpmkaums, 14 1

aTTecTalus, akKkpeauTaLms

8

7,5%

8,7%

8,8

12,7%

9,5

8,9%

X o
...!...

Po6oToTexHuka

YMHble ycTpoincTea M2M

BupeoaHanntuka

bruometpus

HoBble TeXHONOrUN 1
o6opymoBaHue

Saa$, LaaS, PaaS, SECaaS

Ycnyru ncnpasneHnsMm

IP-Tenechonus

Unified Communications

Buptyanusauus | Big Data

PannoanekTpoHHbIe
KOMMOHEHTbI U MaTepuanbl

ACY TN

17,0%

4,2%

25,2%

6,9%

23,7%

Ggroteck

Business Media



196+ NpU3HaHHbIX IKCNEPTOB PbIHKA MHCHOPMALUOHHON
6e3onacHocTH PoccUM U aBTOPUTETHLIE MEXAYHAPOAHbIE
CMUKEpPbI TpaanUMOHHO B AENIOBOI NPOrpaMme NPUHANN y4acTine
MPU3HaHHbIE 3KCMEPTbl PbIHKA UHGOPMALMOHHO 6830MaCHOCTU
Poccuu npeactasutenu: ®CTIK Poccun, ®CBb Poccun, PHC Poccum,
LIBP®, Mpasutenscteo Mocksbl, MBL Poccun, HCIMK, CAL|,
MwuHaHepro, ISACA’, "Anpekc', POCCETW, "Tasnpom”, 3A0 Kb
"3natkombaHnk’, 0AQ "CO ESC", VISA, lo3Hak, CoeT ®YMO BO Wb, TK
26, bank "OtkpbiTne", OAO "Anbdra-bank", QIWI, Ernst & Young,l'K
MUK, "Ckonkoso', "anbaopano’,0A0 MITC, MAO "CéepbaHk", TK
"HopHuKenb" n apyrue.

213+ meponpuATMA HA CTEHAAX 3KCMOHEHTOB U B
KOH(hepeHu-3anax

[lenosas nporpamma InfoSecurity Russia - 3T0 camble akTyanbHble TEMbI,
KOTOpbIe Hanbonee MHTEPECHbI COOBLLIECTBY CMELMANUCTOB U 3aKa34MKOB
PbIHKA MHC(HOPMALMOHHON 6€30MaCHOCTU. B Te4eHme Tpex AHeli B LWecTy
KOH(hepeHL-3a1ax BbICTABKN B PEXIME HOH-CTON NPOXOLAAT
KOHGepeHLnN, Kpyrnble CTONbI, NeHapHble 3acefaHuns. Cpean rnaBHbIX
Tem: 3awuTa ACY TI, nMnopTo3amelLeHne, NpOTMBOAEICTBIE
MOLLIEHHWNYECTBY, 3aLU1Ta OT LieNeHanpaBeHHbIX aTaK, 3almTa
MepCcoHanbHbIX AaHHbIX, 06na4Hble TexHonoruu, DLP, 6e3onacHocTb
3MIEKTPOHHbBIX NNaTeXen, 3aLinTa OHNaiH-6aHKa, 3KOHOMUYEeCKas
6€30MaCHOCTb, MEXCETEBbIE 3KPaHbl HOBOrO MOKONEHMS 1 MHOTE
apyrue.



Mbl pa6boTaem B
nofpasfaeneHuax

Cnyx6a 6e30MacHOCTI 11,9%

IT-menapTameHT 19,0%

Cnyx6a akcnmyatauum 4,59

bnsHec-noapaspeneHue 3.99,

AZMUHNCTPATUBHBIE CAYXObI 1,6%

O6Luee ynpasneHue
OprléLl'HVI3%L|Blel7l 12,7%
(®UHAHCOBbIN AenapTaMeHT 0,4%

HR, oTaen kagpos

0,3%

CHEPA OTBETCTBEHHOCTU
3A 3AKYINKHK

Pa3pa6oTku 3,1%

MapKeTuHr 3,4%
CcBbille 3 un
no go 30
MITH.pY6. Mpopaxu, COobIT 2,8%
3 2 ] 60/0

Cnyx6a nHOpPMaLIMOHHOIA

6e30MacHOCTM 24,3%

3aKynku 12.1%
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