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BekTopbl atak Ha Kubernetes

Artifactory

CI/CD Tools

Source
Control

K8S

APls
Networking
CIs
North East Benchmarked
South West Cluster Config
Host

Containers
runtime




$ 4 PLATFORM V

KoHTpoO/1b
API




YT0 Takoe Policy Engine?
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Yto Takoe Policy Engine?

3ayeM ncnonb3oBaThb

ABTOMaTM3aLMA TMMNOBbLIX CLLEHapueB
KCnayataynnm |'|p|/1no>+<eH|/1|?1 M KNnacTtepos

ObecneyeHune LUENOCTHOCTH
KOH®UIypaLuum NpunoxXeHun

1N KNacTepoB A9 NpeaoTBpalleHns
WMHLMAEHTOB NpK 3anycke 1 B paHTanme

Peanusauns 6eClioBHON MUrpaLnm
MEX [y Pa3HbIMUM AUCTPUBYTMBAMMN
Kubernetes

PaboTta c MaHudecTamu

Banupauns — npoBepka Koaa
Ha cooTBeTCTBUE cneundurkaumm Kubernetes

MyTaumsa — M3MEHeHWe Koaa
MaHubecTa B COOTBETCTBUMA
co cneundukaumen Kubernetes

leHepaumna — co3gaHune Koaa
MaHubecTa B COOTBETCTBUMA
co cneundukaumen Kubernetes

[Tonmep OSS

[docTtynHo Ha GitVerse




Kenc — KOHTpONb 3anycka Noaos

KoHTponb n Banupauumsa securityContext
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Kenc — KOHTpO/Ib 3anycKa Nnopos

KoHTponb 1 Banupauma securityContext

Bes Policy Engine C Policy Engine

» 3anyck B NpUBUIErMPOBaAHHOM pPeXnMe * 1 KOHUr C NONNTUKaAMMU

* HeT KOHTpONA NULIHMUX NPUBUNET NI *  KOHTpOb UCMNOMb3yEMbIX NPUBUNET NI
* HeT KOHTpONSA pyTOBOro nosib3oBaTens « 3anpeT NoBbllLEHNSA NMPUBUNIET NN

e  Py4yHOM KOHTPO/b Ka)aoro noga *  ABTOMaTUYECKUN KOHTPOIb

3anyCcKaeMbixX noaos



Keuc — pedontHble network policies

CospaHue pedponTtHbix NetworkPolicy npu cozpgaHuu npoekTa k8s
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Keuc — pedonTtHbie network policies

HacTtpowka gedontHbix NetworkPolicy npu co3gaHmm npoekTta k8s

Bes Policy Engine C Policy Engine

* HacTponka nop Ka)kabl NPOeKT « ABTOMaTMYECKOe co3paHune
CEeTeBOro fOoCTyna BPYYHYHO N3 WabOHOB C BO3MOXHOCTbIO

* HeT KOHTpONA, UTO CeTEBOU AOCTYN napamMeTpu3auum
OorpaHuYeH * LleHTpannsoBaHHOE yrpaB/ieHne

NMOJIMTUKaMM OOCTYyIMa
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Keuc — koHTponb HostNetwork Workload

3anpeweHo npuberatb K HostNetwork
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Keunc — koHTponb HostNetwork Workload

3anpelleHo nprberats kK HostNetwork

Bes Policy Engine C Policy Engine

*  WVcnonb3oBaHue dnara, roe He Hago ¢ KOHTPOMb UCKTIOYEHN
* HeT BOBMOXXHOCTM 3anpeTuTb e 3anpet B 0OLKMX criyyaax
MCNoNb30BaHMNE MCNOSIb30BaHUA
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Keuc — KoHTponb cekpetoB B CM

3anpelaeM aKcnopTMpoBaTb cekpeTbl B ENV
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Keunc — KoHTponb cekpetos B CM

3anpelaem aKCnopTnpoBaTh cekpeTbl B ENV

Bes Policy Engine C Policy Engine

* HeTt cucteMbl KOHTpONA 3a Be3onacHom « [logknouyeHne ceKpeToB K KOHTENHEPY
LOCTaBKOW CEKPETOB B KOHTENHEP KOHTPONMpYyeTCcs NonmTnKaMm

* EcTb BEposiTHOCTb KOMNpPOMETALNK 6e3onacHOCTU, YCTAaHOBNEHHbIMM
LOCTYMOB YEPE3 NepeEMEHHbIE Ha KfacTepe
OKPY>XXEHMUS  BeposaTHOCTb KOMNpoMeTauunm

OOCTYMNOB Yepes NnepeMeHHble
OKPY)XEeHUS CHUXKEHA
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! SERVICE MESH
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YnpaBneHue obwmm
COCTOSIHMEM KJlacTepa

01

HasHadeHMe 1 pacnpocTpaHeHne NoAUTUK MapLIpyTU3aLmm
1 BanaHCcKMpPOBKKM TpaduKa

02

PacnpocTpaHeHue ko4en, cepTidrkaTos, TOKEHOB

03

Cbop TenemeTpun, GOPMUPOBAHNE METPUK MOHUTOPUHTA

04

VHTerpaumsa ¢ MHPPacTpyKTypon besonacHoCcTm
N MOHUTOPWHTra

SERVICE MESH

Control Plane
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ObpaboTtka TpaduKa
MeXay KOHTEUHepaMu

! SERVICE MESH

Control Plane : MapuwpyTnsauma n banaHcMpoBKa
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Be3onacHocTb B Service Mesh

AyTeHTudumnkaumsa ABTOopU3auus
J

LUndposaHue
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Istio Security APls

PeerAuthentication apiVersion: security.istio.io/vilbetal
kind: PeerAuthentication
metadata:

name: default

namespace: foo
spec:

mtls:

mode: STRICT
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Istio Security APls

PeerAuthentication apiVersion: security.istio.io/v1l
kind: RequestAuthentication

metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "issuer-foo"
jwksUri: https://example.com/.well-
known/jwks.json

RequestAuthentication
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Istio Security APlIs

PeerAuthentication

RequestAuthentication

AuthorizationPolicy

apiVersion: security.istio.io/v1
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchLabels:
app: httpbin
rules:
- from:
- source:
requestPrincipals: ["*"]
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Istio Security APls

PeerAuthentication apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: ingw-intl-logs
spec:
. . configPatches:
RequestAuthentication - applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
AuthorizationPolicy flk;ﬁéf
\ envoy.filters.network.http_connection_manager
/ patch:
operation: MERGE
value:

EnvoyFilter © name:
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Al Traffic

User To Agent

User Agent
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Al Traffic

User To Agent
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Al Traffic

User To Agent

e
Agent To LLM © o <

LLM Provider |
4
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Al Traffic

User To Agent
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Al Traffic

User To Agent

Agent To LLM & Aﬁw @ G &

Agents Hub
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Agent To Agent D
LLM Provider |
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Al Traffic

User To Agent
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Al Traffic

User to Agent
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Agent To API
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Al Traffic

User to Agent
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Agent To API
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